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KEY TAKEAWAYS

o— The growing demand for artificial intelligence (Al)
and machine learning is driving innovations in
chip fabrication, along with advances in memory
technologies and high-bandwidth interconnects
such as photonic links, all of which are essential
for enhancing computational power, managing
energy efficiency, and meeting the increasing
data needs of modern applications.

o— Semiconductor manufacturing is the most pre-
cise manufacturing process that exists. It is used
to advance work in energy and biotechnology in
addition to information technology and Al.

o Strategic technology containment efforts directed
against China help constrain Chinese capabilities
in the short term. However, they are likely to drive
China into a technology posture that is consider-
ably more decoupled from the West and hence
less vulnerable to Western pressure in the future.

Overview

Semiconductors, often in the form of microchips, are
crucial components used in everyday physical devices,
from smartphones and toasters to cars and lawn
mowers. Chips control heating and cooling systems,
elevators, and fire alarms in modern buildings. Traffic
lights are controlled by chips. On farms, tractors and
irrigation systems are controlled by chips. Modern
militaries could not function without chips in their
weapons, navigation devices, and cockpit life-support
systems in fighter jets. The list goes on and on—in
every aspect of modern life, chips are essential.

Most chips are involved in the handling of informa-
tion. Different types of them are specialized for dif-
ferent tasks. Some are processor chips that ingest
data, perform computations on the data, and output
the results of those computations. Memory chips
store information and are used with processors. Still
other chips act as interfaces between digital com-
putations and the physical world. In all these cases,
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some amount of energy is needed to represent each
bit of information inside a chip. The magic of chips is
that it takes several orders of magnitude less energy
to represent information inside one than it takes to
do so outside it (e.g., in wires leading to and from
the chip). This means that, in a multi-chip system,
much more energy and chip space are required
for data moving between chips than for data that
remains on a chip; this is one of the driving forces to
integrate more functions on a single chip.

As chip fabrication technologies improve, it takes
less energy and chip space to represent a given bit of
information; hence, processing those bits becomes
more energy efficient. This phenomenon is what has
enabled the semiconductor industry to pack more
processing power on chips over time—it enables
designers to create chips that do more complex

processing (see figure 9.1). However, the cost of
designing them also increases with their complexity.

Recently, however, the energy costs associated with
the hardware that holds information on a chip have
been falling more slowly, and the cost of manufactur-
ing per unit area has increased. This means that the
cost and energy advantages of scaling have nearly
stopped. As a result, researchers have been investi-
gating other ways to improve computer technology
and to deal with the problem of high design costs.

Since the best technologies for performing differ-
ent chip functions are themselves different, systems
still need to use different chips for those functions.
Finding new ways to manage the inefficiency of infor-
mation movement in and among chips, along with
the issue of high design costs, is a central focus of

FIGURE 9.1

Source: Wikimedia Commons, CC BY-SA 4.0

Improving fabrication has enabled the creation of more complex chips
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FIGURE 9.2 Chip fabrication requires large factories that can produce chips at scale
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Source: IM Imagery/Shutterstock.com

¥/ o5 AN

research on semiconductors. Further improvement
will take the form of innovation in design, materials,
and integration methods.

Two aspects of chips are important for the purposes
of this report. They must be designed and then fab-
ricated (i.e., manufactured), and each function calls
for different skill sets. Chip design is primarily an
intellectual task that requires tools and teams able
to create and test systems containing billions of
components. Fabrication is primarily a physical effort
that requires large factories, or fab facilities, that can
produce chips by the millions and billions—and can
cost billions of dollars and take several years to build
from the ground up (see figure 9.2).

Fabrication integrates many complex processes to
produce chips. Each one requires substantial exper-
tise to master and operate, and the integration of
all of them requires still further expertise. For these
reasons, modern fabrication plants are operated
by workforces with a substantial number of people
trained in engineering.

Fabrication also entails a significant degree of pro-
cess engineering to continue to improve process
technology and to achieve stringent manufacturing
standards. For example, the “clean rooms” in which
chips are made require air that is a thousand times
more particle-free than the air in a hospital operat-
ing room.’

Because chip design and chip fabrication are so dif-
ferent in character, only a few companies, such as
Intel, do both. However, Intel is in trouble, and some
technology analysts and former Intel directors think
it should split its design and fabrication groups.?
Many businesses specialize in design, including
Qualcomm, Broadcom, Apple, and Nvidia. Such
companies are called “fabless” in recognition of the
fact that they do the design work and outsource fab-
rication to others—a strategy based on the theory
that the former activity has higher profit margins
than the latter.

Today, the “others” being outsourced to usu-
ally refer to one company: Taiwan Semiconductor
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Manufacturing Company (TSMC), by far the world's
largest contract chip-manufacturing company. In
2024, TSMC controlled over 60 percent of the
world’s contract semiconductor manufacturing and
90 percent of the world’s advanced chip manufactur-
ing.? Samsung, in South Korea, is a distant second,
with around 13 percent of the world’s chip manufac-
turing.* United Microelectronics Corporation, also
based in Taiwan, ranks third at about 6 percent.®

By contrast, US chip-manufacturing capacity has lost
significant ground. Fabrication plants in America
accounted for 37 percent of global production in
1990, but their share dropped to just 12 percent by
2021.% Industry concentration, low US production
capacity, and geopolitical concerns about China's
intentions toward Taiwan mean the global supply
chain for chips will remain fragile for the foreseeable
future, despite the passage of the Creating Helpful
Incentives to Produce Semiconductors (CHIPS) and
Science Act of 2022 (discussed in more detail later
in this chapter).

The strength of semiconductor manufacturing affects
more than just information technology. It is also the
most precise manufacturing method on the planet
and is now driving innovations in areas ranging from
neuroscience and synthetic biology to energy and
lighting. While many of these applications don't
need the most advanced processing technology,
they do require access to semiconductor fabrication
and fabrication expertise.

Key Developments

Moore’s Law, Past and Future

For over half a century, information technology
has been driven by improvements in the chip fab-
rication process. In 1965, Intel cofounder Gordon
Moore observed that the cost of fabricating a tran-
sistor was dropping exponentially with time—an
observation that has come to be known as Moore’s

law. It's not a law of physics but rather a statement
about the optimal rate at which economic value can
be extracted from improvements in the chip fabri-
cation process.

Although Moore's law is often stated as the number
of transistors on a chip doubling every few years,
historically what drove this scaling was that the cost
of making a chip was mostly independent of the
number of components on it. This has meant that
every few years, a chip whose size and cost remains
approximately the same will have twice the number
of transistors on it.

Moore's law scaling (i.e., the exponential increasing
of the number of transistors on a chip) meant that
each year one could build last year's devices for less
money than before or could build a more power-
ful system for the same cost. This scaling has been
so consistent that it is widely believed that the cost
of computing will always decrease with time. It's an
expectation so pervasive that in almost all fields of
work, people are developing more complex algo-
rithms to achieve better results while relying on
Moore's law to rescue them from the consequences
of that additional complexity.

But the future will not look like the past. As the com-
plexity of chips increases, the traditional benefits
associated with Moore's law scaling are diminish-
ing, leading to rising costs in chip manufacturing. As
figure 9.3 shows, the actual cost of a chip per transis-
tor (represented by the solid orange line) was track-
ing the cost predicted by Moore’s law (the solid red
line) relatively well from 2004 to 2012.” However, the
actual cost per transistor started to level off around
2012, and it has not kept up with Moore’s law predic-
tions since then.®

Historically, advances in technology have come from
shrinking the size of the transistors and the wires that
connected them, and the name of the technology
was derived from the smallest feature in the design
(e.g., a 130-nanometer [nm] chip was one in which
the smallest feature was 130 nm across).
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FIGURE 9.3 Cost per transistor over time
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Source: Adapted from Steve Mollenkopf, “Our Future Is Mobile: Accelerating Innovation
After Moore’s Law,” presentation at the Electronics Resurgence Initiative Summit, Detroit, MI,
July 15-17, 2019, https://eri-summit.darpa.mil/docs/Mollenkopf_Steve_Qualcomm_Final.pdf

However, over a decade ago, it became increas-
ingly difficult to boost circuit density (as measured
by the number of circuits per square centimeter).
Other approaches had to be found to do so, includ-
ing having transistors use the vertical dimension to
decrease their area.

Using the vertical dimension, along with other, more
complex processing techniques (such as the use of
new materials), enabled circuit density to continue
to increase. But technology marketers continued to
use a shrinking distance to characterize newer gen-
erations of more densely packed circuits, despite
that distance no longer representing anything phys-
ical. In other words, the name became a market-
ing device (or, to put it more kindly, a generational
technology label), even though it still sounded like it
referred to a distance.

When the label had actual physical meaning, such
as indicating the size of a feature, that number (e.g.,
130 nm) could be used to make inferences about chip
performance, such as the actual cost per compute or

the energy needed for a computation. But once it
became a marketing term, the connection between
the label and the chip’s performance was broken.

Against this backdrop, the past year has witnessed
significant advancements and challenges in the
semiconductor industry. For example, increasing
demand for computing power driven by artificial
intelligence (Al) and machine learning (ML) applica-
tions (as discussed in chapter 1, on artificial intelli-
gence) has led to a surge in the development of, and
demand for, advanced graphical processing units
(GPUs). This has created a strain on both production
and energy resources.

Traditional processors are not the best approach
for the intensive computational tasks required by
modern Al algorithms. As a result, there has been
a significant investment in developing GPUs and
other specialized processors designed specifically
for Al workloads. This shift is reshaping the semi-
conductor industry, emphasizing the need for high-
performance, energy-efficient computing solutions.
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The increased density, provided by scaling and
advanced packaging together, has enabled advanced
GPU systems to connect a massive amount of com-
pute in a small space, increasing performance.
(Advanced packaging refers to the combination of
circuitry from multiple semiconductor chips or dies
into a single, compact electronic package, as in
2.5-dimensional [2.5-D] integration.) One example of
this is Nvidia's GB200 NVL72 system. Unfortunately,
the industry has been unable to shrink power and fab-
rication cost as rapidly as in the past, and thus these
machines are both extremely expensive and very
power hungry. They dissipate ten times the power of
systems of a few years ago. They also require inno-
vations in order to get the power into a system and
to get the heat out. This surge in demand for high
performance underscores the importance of finding
innovative solutions to meet computational needs in
the most energy-efficient and simple (reducing power
and cost, respectively) way possible.

Addressing this challenge requires specialized hard-
ware that is extremely efficient in computing the
results needed by today’s Al applications. This is the
only known way to grow computation performance
per dollar and per watt. Today, all computing devices
used for Al applications, including GPUs, contain
this type of specialized hardware. Nvidia reports its
optimizations reduced the required energy to per-
form computations by a thousand times.? But even
with these optimizations, current computing sys-
tems are dissipating a large amount of heat (over
100 kilowatts [kW] per rack). For comparison, a typ-
ical US household uses electric power at the rate of
about 1 kW averaged throughout the year—and the
power used in future systems is projected to keep
increasing.

Chiplets and 2.5-Dimensional Integration

Integrating an enormous amount of compute and
memory on a single piece of silicon is desirable for
maximum energy efficiency. However, this poses two
problems. First, some of today’s most demanding
applications require more computing resources than

can be manufactured on a single piece of silicon.
Second, the manufacturing processes for processors
and memory are very different, so these two compo-
nents can’t be placed on the same piece of silicon.

One solution to these challenges is the use of chip-
lets and 2.5-D integration. Here, rather than forcing
everything onto a single piece of silicon, multiple sil-
icon pieces are connected together on an interposer
(defined in more detail below) to create a much
larger superchip.

This superchip combines processors and memory
using chiplets and 2.5-D integration, which leverage
different manufacturing technologies to optimize each
component. Chiplets—functional blocks of silicon—
can be combined in various ways, enabling vendors
to tailor systems to customer needs. Central to 2.5-D
integration is the interposer, a specialized substrate
that connects chiplets and facilitates faster, more
energy-efficient communication than traditional cir-
cuit board wiring. By allowing high-density memory,
high-performance compute units, and communica-
tion chips to reside side by side, this approach boosts
bandwidth, performance, and power efficiency while
reducing the need for full integration on a single chip.

These superchips can contain both memory and
processors. Representing a significant shift from tra-
ditional monolithic chip design, 2.5-D integration
increases per-transistor cost because both the chips
that the transistors are on and the substrate must
be manufactured. Nevertheless, 2.5-D integration
enables semiconductor companies to create a set
of building-block chiplets that can be combined in
various ways, allowing for the range of products with
different performance characteristics mentioned ear-
lier. This strategy allows companies to better tailor
their products to specific application domains and
more effectively monetize their silicon investments,
ultimately leading to increased product diversity and
market responsiveness.

Given the changing economics of scaling, the use
of chiplets reduces costs overall and allows for more
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customized solutions. Exemplifying this strategy
is the approach taken by semiconductor company
AMD, which involves keeping components that
transfer data to and from devices in older technology
nodes while advancing core computing resources
with the latest processes. Moreover, this modular
strategy facilitates the integration of emerging tech-
nologies such as photonics (discussed in greater
detail later in this chapter), which can significantly
enhance communication speeds and bandwidth
within and between chips.

High-Power Density

Moving the compute and memory elements closer
together improves system performance. But all such
systems generate heat—and combining more ele-
ments on a single chip increases the amount of heat
that must be shed during system operation.

For example, in its NVL72 system, Nvidia packs
seventy-two B200 2.5-D mega GPUs into a rack and
uses its high-performance NVLinks technology to
connect all the GPUs to each other, thus forming a
supercomputer pod with immense computational
power and bandwidth. Each GPU in these setups is
approximately ten times more powerful than a con-
sumer one, dissipating a kilowatt of power each.
Two of these are placed on a board that dissipates
2.7 kW, and the boards are placed in a rack that dis-
sipates a total of 120 kW. Four to eight of these racks
can be connected together with longer range links
to create a super pod that dissipates 0.5 to 1 mega-
watt of heat. (For comparison, a 2,500-square-foot
house might require a furnace that generates about
30 kW of heat.)

Thus, thermal management stands out as a critical
issue. Historically, computing equipment was cooled
by blowing cold air through a machine. But moving
cold air is insufficient to remove this level of heat,
and high-performance, compute-intensive machines
must use liquid flowing through cooling plates to deal
with it. The heat absorbed by the liquid must then be
dissipated somewhere else, usually into the air using

large air-conditioning units on the roof of a build-
ing. Effective thermal-management solutions, such
as advanced cooling techniques and materials with
high thermal conductivity, are essential to maintain-
ing performance and reliability in high-performance
computing systems.

Need for High Bandwidth

As the prior example showed, while 2.5-D integra-
tion helps provide local bandwidth, modern systems
are large enough that they require many of these
highly integrated superchips. Communicating infor-
mation between these systems is therefore critical.
Al-training models must handle vast amounts of
data, and high-speed interconnects, such as those
employed in Nvidia's B200 systems, play a critical
role in facilitating the rapid transfer of data between
compute units and memory.

Traditionally, this communication between the chips
in a rack is done on electrical wires embedded in
the boards that the chips connect to. As the com-
munication rates have continued to rise, the physical
limitations of traditional electrical interconnects are
one of the primary barriers to improving bandwidth.

To overcome this bandwidth limit in communicating
information from a chip on one board to a chip on
another board, researchers are developing “flying
cable” connectors. These connectors are placed
directly on the top side of a superchip and enable
a high-performance cable to be attached directly to
the chip, while the other end is connected directly
to the connector to the other board. This cable is
built to have the best possible signal transmission
properties. Researchers are experimenting with both
electrical and optical cables, providing an ability to
increase interface speeds above the 100 billion bit
per second per wire rate used today.

Memory Technology Developments

Memory technology continues to evolve, with innova-
tions in both stacking and new materials. Techniques
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such as stacking multiple layers of flash memory (i.e.,
memory that retains its contents even when power is
shut off) are pushing the boundaries of what is possi-
ble, enabling higher density and better performance.
These advancements are crucial for supporting the
growing data needs of modern applications, from Al
to big data analytics.

Dynamic random-access memory (DRAM) and flash
memory technologies have both seen significant
advancements in recent years, but the associated
increase in manufacturing cost means there has been
only modest improvement in cost per bit. The devel-
opment of three-dimensional (3-D) structures (e.g.,
vertical DRAM transistors) has allowed for contin-
ued scaling of memory density by overcoming the
physical limitations of traditional planar transistors.
Three-dimensional packaging has enabled the pro-
duction of memory devices with higher capacity and
improved performance, known as high-bandwidth
memory (HBM).

Dynamic random-access memory (DRAM) and flash
memory technologies have both seen significant
advancements in recent years, but the associated
increase in manufacturing cost means there has been
only modest improvement in cost per bit. Both DRAM
and flash memory moved to 3-D structures decades
ago and have had to use increasingly complex struc-
tures to scale the memory cell size. Chip stacking
has also been used for many years to increase the
number of memory bits shipped in a single pack-
age. What has changed recently is the growth of the
HBM market. These memories require a more com-
plex chip-stacking technology called through-silicon
vias (TSV), which needs many wires to run vertically
through the chips.

As memory technologies scale, maintaining perfor-
mance and reliability becomes increasingly challeng-
ing. For DRAM, issues such as leakage currents and
quantum effects limit the scalability of capacitors and
transistors. To address these challenges, research-
ers have developed advanced manufacturing

techniques for the creation of complex 3-D struc-
tures that enable increased storage density while
maintaining the required electrical characteristics.

The boom in Al computing has also affected the
DRAM industry. The enormous compute power of
today’s specialized ML systems means enormous
amounts of data per second, or data bandwidth,
are required to keep them busy."® This need for
high-bandwidth memory has created the growing
market for HBM mentioned earlier. As a result, the
South Korean firm Hynix, initially the only manufac-
turer of HBM, has grown into the largest DRAM man-
ufacturer, overtaking Samsung, which led the market
for many years."" China has also invested heavily in
DRAM and flash memory production, with Chinese
companies selling less advanced parts at very low
(possibly below-cost) prices, forcing Samsung and
Hynix out of that business.'? Recently, these Chinese
companies have been directed to move to the more
advanced memory devices."

Similarly, NAND flash memory—the most common
type of flash memory—transitioned to a 3-D cell
design in the mid 2010s and has been scaling den-
sity by scaling the number of layers in 3-D transistor
stacks for the past decade. However, this approach
requires sophisticated manufacturing processes to
ensure the reliability and performance of the result-
ing memory devices.

Emerging memory technologies, such as magnetore-
sistive random-access memory' and phase-change
memory,' are also gaining traction as an alterna-
tive to today's embedded nonvolatile technology.
These technologies offer advantages in terms of
speed, endurance, and energy efficiency, making
them attractive alternatives to traditional embedded
nonvolatile memory solutions. (Nonvolatile memory
retains its contents even when power is turned off.)

Further innovations in memory technology are
critical for enabling the continued growth of data-
intensive applications. From Al-training models to
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cloud computing and big data analytics, modern
applications require vast amounts of memory to
store and process data efficiently.

Over the Horizon

The semiconductor industry is poised for signifi-
cant advancements in coming years, driven by the
growing demands of Al, especially ML, and high-
performance computing. The introduction of new
technologies, such as 2.5-D integration, chiplets, and
photonic interconnects, is expected to play a crucial
role in meeting these demands. These innovations
will help to enhance performance, increase band-
width, and improve energy efficiency, addressing
the limitations of traditional semiconductor designs.

Emerging memory technologies and advanced man-
ufacturing techniques are also critical for the indus-
try’s growth. Innovations in memory stacking and
integration with processors will improve data-transfer
speeds and reduce latency, meeting the increas-
ing data requirements of modern applications. The
development of advanced materials and transistor
architectures will further push the boundaries of
semiconductor capabilities, enabling continued min-
iaturization and enhanced performance.

Three-Dimensional Heterogeneous
Integration

As noted above, advanced chip designs sometimes
use 3-D structures. Today, these designs are limited
to a variety of niche applications, such as HBM and
high-performance computing. These 3-D structures
are the result of a fabrication technique known as
3-D heterogeneous integration. This is different
from 2.5-D integration, where different chiplets
are placed on a common substrate. Rather, true
3-D heterogeneous integration is a semiconductor
manufacturing technique that involves the vertical
stacking of different electronic components, such as

processors and memory, with vertical interconnect
between them. The heterogeneous aspect means
that these stacked components can be made from
different materials and technologies optimized for
their specific functions.

For example, a processor made with one type of
fabrication can be stacked with memory made from
another, with each using the most suitable technol-
ogy for its purpose. This approach has the potential
to improve performance and efficiency by reduc-
ing the distance data travels between components,
making devices faster and more compact—albeit at
the cost of a more complex fabrication process and
a harder heat-dissipation task for the resulting chips.

A variety of challenges need to be overcome for 3-D
heterogenous integration to become more widely
used. These include thermal management, mechan-
ical stress and reliability, manufacturing complexity
and cost, interconnect reliability, and design com-
plexity. Many of these issues are also present with
traditional 2-D and 2.5-D integration, but vertical
stacking creates new failure modes that do not exist
or are much less severe in traditional 2-D chips.

Photonic Links and Components

The distance that a high-performance electrical
data-transmission link can span has been shrink-
ing as its data-bandwidth has increased. Photonic
(light) links are now used for longer-distance com-
munications. Photonics is the optical analog of elec-
tronics—the latter use electrons for signaling and
carrying information, while photonics use photons
(light) for the same purposes. Innovations such as
silicon photonics are emerging, making photonic
links attractive for much shorter distances, including
some chip-to-chip communications.

Silicon photonic links have the potential to reduce
energy consumption and increase bandwidth in
data centers and long-distance data transmissions
that are not already photonic.’® Furthermore, they
can handle different wavelengths simultaneously on
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a single optical fiber. This enhances data-carrying
capacity and makes photonics an attractive solution
for high-performance computing and data center
applications. By replacing electrical interconnects
with optical ones, data centers can reduce the
amount of energy required for transmitting data,
leading to lower operational costs and a smaller
environmental footprint. Such advantages of pho-
tonics have always been drivers of research in this
area, but the recent rise in the demand for power-
hungry Al-enabled applications has created even
more impetus for such research.

Integrating photonic components with silicon-based
technologies is challenging as a result of material
incompatibilities; for example, efficient light-emitting
materials like 11I-V semiconductors do not integrate
well with silicon. (A 1ll-V semiconductor is made by
combining boron, aluminum, gallium, or indium with
nitrogen, phosphorus, arsenic, or antimony.) While
useful for light detectors, silicon is ineffective for
light emission, complicating the scalable integration
of these technologies at the chip or circuit board
level. Overcoming these challenges is crucial for
realizing the full potential of photonic links in large-
scale, low-energy applications.

Applications-Specific Optimization

Finally, as Moore's law reaches its limits, future
improvements in computing will rely more on opti-
mizing algorithms, hardware, and technologies for
specific applications rather than on general technol-
ogy scaling. This requires innovation across the entire
technology stack, from materials to design methods.
However, the industry faces a paradox: The need
for radical innovation conflicts with the high costs
and long timelines of chip development, which can
exceed $100 million and take over two years.

To address this, the industry must make system-design
exploration easier, cheaper, and faster. Researchers
are working to ensure that specific design changes
to a chip do not require redesign of the entire chip.
Solutions include enabling software designers to test

custom accelerators without deep hardware knowl-
edge and developing tools for application devel-
opers to make small hardware extensions to base
platforms. This approach, described in more detail in
the inaugural Stanford Emerging Technology Review
(SETR 2023), depends on the involvement of major
technology firms, who would need to participate in
an app store-like model for hardware customization,
balancing open innovation with profit motives.

Policy Issues

Talent

A critical challenge facing the US semiconductor
industry is its significant talent shortage, particularly
in hardware design and manufacturing. For example,
the Semiconductor Industry Association projects the
number of jobs in the sector in the United States will
grow by nearly 115,000 by 2030, to total approxi-
mately 460,000."7 Moreover, it estimates that roughly
67,000, or 58 percent, of these new jobs risk going
unfilled at current degree-completion rates. Looking
at just the new jobs that are technical in nature, the
percentage at risk of going unfilled is higher, at 80 per-
cent. Almost two-thirds of the unfilled jobs would
require at least a bachelor's degree in engineering.™

The pipeline of college graduates interested in semi-
conductors is also troubling. While student interest
in hardware seems to be increasing, recent actions,
including the voiding of up to $7.4 billion in CHIPS
Act funding' and the cutting of government fund-
ing for research in general, will inevitably shrink the
number of new graduates in this area.

Since appropriately trained people are the only real
source of new ideas, this trend does not bode well
for the industry. Addressing this issue requires more
and even closer collaboration among educational
institutions, industry, and government to develop
programs that attract and train the next generation
of semiconductor engineers and researchers.

166

STANFORD EMERGING TECHNOLOGY REVIEW



Strategic Technology Containment

The primary objective of actions taken under this
rubric is to restrict China’s access to high technol-
ogy to preserve Western advantages in innovation,
industry, and defense. For example, the United
States has intensified export controls and revocation
of export authorizations targeting Chinese semicon-
ductor firms and key software and equipment for
design and fabrication. These efforts aim to restrict
China’s ability to develop the most advanced semi-
conductors (currently 5 nm and 3 nm technologies).
Restricted technologies include top-tier lithography
machines, high-performance computing chips, and
electronic design automation software.?

In December 2024, the US Department of Commerce
released a set of export-control rules to further impair
China’s ability to produce advanced semiconductors,
specifically targeting, among other things, certain
semiconductor manufacturing equipment.?’ This
equipment included lithography tools using extreme
ultraviolet light (EUV), thus effectively blocking deliv-
eries of ASML Holding's most advanced EUV systems
to China.?? ASML is a Dutch multinational corpora-
tion that develops and manufactures advanced
photolithography machines used in semiconductor
fabrication and the only company worldwide that
produces EUV lithography systems for this purpose.

In addition, the US-led Clean Network program,
launched in 2020 in the first Trump administration,
sought to prevent Chinese telecommunications car-
riers and suppliers from accessing or influencing sen-
sitive US telecommunications infrastructure and data
networks.® Further, the Federal Communications

Commission banned the US sale of certain commu-
nications equipment from Chinese technology firms
such as Huawei and ZTE.?

Such actions have had a disruptive impact on China’s
semiconductor ecosystem,® at least in the short
term. The inability of Chinese firms to access key
tools for next-generation chip production has trig-
gered supply chain delays, steep price increases,
and direct setbacks, resulting in workforce reduc-
tions and postponed factory expansions. China’s
progress in producing state-of-the-art chips has
been impeded, forcing it toward legacy technolo-
gies,; its broader ambitions in Al and advanced com-
puting have also been impacted.

In response, China has launched a comprehensive
effort to achieve semiconductor self-sufficiency. This
includes massive subsidies, accelerated investment,
and reforms supporting indigenous chip design and
manufacturing innovation. It has further supported
research in the field (e.g., producing twice as many
chip design papers than the United States) and
made advances in materials like 2-D transistors and
carbon nanotube chips. Finally, it has undertaken
a variety of efforts to circumvent Western contain-
ment measures, including the use of smuggling and
shell companies to purchase equipment and chips.

Thus, while Western technology containment efforts
have effectively slowed immediate Chinese advances,
they may have the unintended impact of decreasing
Chinese dependence on Western technology.

Tofurther discourage technology containment efforts,
China also retains the option to retaliate against

A critical challenge facing the US semiconductor

industry is its significant talent shortage, particularly in

hardware design and manufacturing.
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nations pursuing them. For example, in December
2024, the country announced a total export ban to
the United States on strategic critical minerals includ-
ing gallium, germanium, and antimony, as well as
industrial-strength diamonds and dense synthetic
materials, citing national security concerns and
responding directly to new US restrictions on semi-
conductor exports to China.? Such efforts are likely
to continue into the future.

Geopolitical Risks and Supply
Chain Resilience

The extreme concentration of semiconductor man-
ufacturing in Taiwan poses a significant risk to the
global supply chain. Political tensions, trade dis-
putes, and potential conflict in the region can dis-
rupt the supply of critical components, impacting
industries and economies worldwide. Diversifying
supply chains and investing in domestic manufactur-
ing capabilities are essential strategies for building
resilience against geopolitical risks.

Initial steps toward this were taken in the passage of
the CHIPS Act of 2022, which earmarked $52.7 bil-
lion for semiconductor manufacturing, research, and
workforce development, plus significant tax credits
for private investment in the field. Full implementa-
tion of the act has not yet occurred, partly because
not enough time has elapsed and partly because the
appropriations it called for have not been fully funded.

Investing in domestic manufacturing capabilities
and promoting regional cooperation is intended to
enhance supply chain security and ensure a steady
supply of essential components. For example,
TSMC is building facilities in Arizona and Japan, and
Samsung is investing in Texas. Japan and India are
both investing heavily to modernize and grow their
own chipmaking industries, while Southeast Asian
countries are focusing on assembly and testing.

Industrial Policy

The US government acquired a 10 percent equity
stake in Intel by converting previously awarded but

unused government grants proffered under the
CHIPS Act into shares.?” This move aims to support
Intel's expansion of domestic chip manufacturing.
The government's ownership is passive, with no
board seat or governance rights, and includes a war-
rant for an additional 5 percent if Intel loses majority
control of its foundry business.

This deal constitutes an unusual direct investment of
the US government in a major private company, possi-
bly signaling a move toward more active government
involvement in strategic industries, and a number of
analysts have raised concerns about it.?® They sug-
gest it raises the chance that Intel, or any company
in a similar arrangement, would shape its own cor-
porate decision making to align with government or
political preferences, compromising its market-driven
business priorities. Additionally, it risks distorting
competition in markets that would otherwise be free
of government stakes, creating potential conflicts
between economic efficiency and political objectives.
For example, it might lead to an undue bias in favor of
meeting national security objectives over maintaining
a competitive, innovation-driven product line.
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