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QUANTUM TECHNOLOGIES 

° Quantum computing is advancing rapidly, making 
clear progress toward solving practical problems 
such as breaking existing public-key encryption 
algorithms, enabling new materials design, and 
supporting applications in chemistry. More specu-
lative uses include machine learning, weather 
modeling, and fnancial portfolio optimization. 

° Quantum networking and sensing are emerg-
ing as powerful technologies—networking may 
be critical for scaling computers to utility levels, 
while sensors are already transforming felds such 
as medical imaging and gravitational detection. 

° Government-funded basic research in academic 
labs remains the foundation for breakthroughs, 
and sustained investment is essential to main-
tain leadership as companies push applications 
toward real-world utility. 

KEY TAKEAWAYS Overview 
Quantum technologies are based on the physics of 
quantum mechanics, which emerged early in the 
twentieth century. Since then, quantum mechanics 
has shaped many technologies, from nuclear weap-
ons to the transistors in smartphones to magnetic 
resonance imaging (MRI) machines in hospitals. But 
in these applications, the constituent atoms have 
been controlled in aggregate, with large, uncon-
trolled groups of particles all in multiple states 
manipulated together as an ensemble. 

Modern quantum technology seeks to control the 
components of an ensemble particle by particle. In 
2025, the Nobel Prize in Physics was awarded for 
“the discovery of macroscopic quantum mechanical 
tunnelling and energy quantization in an electric cir-
cuit.”1 The goal is to develop real-world applications 
by precisely controlling many particles that are all 
doing many things simultaneously, which requires 
an enormously complex effort. In the past twenty 
years, several different hardware approaches have 
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everything and process the data later. Instead, it is 
necessary to carefully craft new types of hardware 
that measure directly and exclusively what we want 
to know and do so only when we want to know it. 
Violating any of these principles (e.g., by making 
a query at the wrong time) reduces the quantum-
enhanced accuracy in measuring items of interest. 
This insight is important to all of the technologies 
discussed below.

While there are many potential technologies based 
on quantum principles, the three most mature are 
quantum computing, quantum communication, 
and quantum sensing. In the long run, it is most 
likely that these quantum technologies will comple-
ment rather than replace their classical counterparts. 

° 	 Quantum computing will be useful primarily 
for solving problems that classical computing 
cannot, but these problems for the most part will 
be niche problems rather than general ones of 
broad interest.

emerged to control and detect individual particles 
and their states. In just the past five years, this con-
trol has become strong enough that useful quantum 
technologies are starting to be built and used (see 
sidebar on entanglement).  

Precise control allows for the management of super-
position and entanglement. Superposition is an 
empirically validated principle of quantum mechan-
ics stating that particles can be in different states 
(e.g., in different places or spinning different ways) 
simultaneously. Entanglement is the quantum phe-
nomenon in which particles are linked in a correla-
tional sense. This means that measuring a property 
of one reveals a correlated property of the other 
instantly, even if they are separated by very long dis-
tances and their properties have not been individu-
ally determined beforehand (see sidebar).

A particularly important aspect of this new quan-
tum paradigm is that measuring a quantum system 
disturbs it. Therefore, it does not work to measure 

ON ENTANGLEMENT

Alice and Bob share a coin cut perfectly into two halves, one showing heads and the other tails. Alice keeps 
the tails half and places the heads half into an opaque envelope, which she gives to Bob without revealing its 
content. From Bob’s perspective, before opening the envelope, the coin inside could be either heads or tails, 
resembling a quantum superposition. When he eventually observes heads, he instantly knows Alice’s half must 
be tails, no matter the distance between them. 

This correlation illustrates the essence of quantum entanglement: Bob’s measurement does not cause Alice’s 
outcome but instead reveals an existing relationship that manifests instantly without any transfer of information 
faster than light.

Although the coin analogy is helpful for understanding entanglement, it is not perfect. In the analogy, the 
coin halves have definite states regardless of whether they are observed — the outcome is simply hidden until 
revealed. In contrast, entangled quantum particles do not have definite states before measurement. Instead, 
their joint state exists as a superposition, meaning that the properties of both particles are fundamentally linked 
and undefined until one is measured. When a measurement is made on one particle, the outcome of a corre-
sponding measurement on its partner is instantly determined — no matter how far apart they are.

This behavior cannot be fully understood using everyday, classical intuitions. It is a uniquely quantum phenome-
non, confirmed by decades of rigorous experiments. Importantly, this “spooky” correlation is not just a scientific 
curiosity or a matter of philosophy — it is the foundation for groundbreaking quantum technologies in comput-
ing, communication, and sensing.
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 [Quantum] behavior cannot be fully understood 
using everyday, classical intuitions. 

Quantum communication may also have niche° 
applications, such as for cryptographic key dis-
tribution and distributed quantum computing; 
these are discussed later in this chapter. However, 
it is unlikely to be a broadly applicable technol-
ogy for communications infrastructure because it 
requires specialized hardware to implement. 

Quantum sensors will not render classical sen-° 
sors obsolete in the short to medium term. 
Rather, they will be used primarily in application 
areas where they have particular advantages, 
such as greater sensitivity or measurement sta-
bility. To the extent that quantum sensors push 
the limits of what quantum mechanics allows in 
terms of power usage, sensitivity, size, and so on, 
most sensors are likely to eventually incorporate 
quantum technology in some form (though not 
necessarily as quantum networked sensors). 

Quantum Computing 
Essential Points 

Quantum computers promise major speedups ° 
for factoring large numbers and simulating quan-
tum particles and processes—essential for break-
ing certain kinds of encryption and for chemistry 
and materials science. Quantum computing will 
remain a specialized, niche technology rather 
than one with broad real-world impact unless and 
until practical and effective algorithms for fnance 
and other felds are developed.  

All known applications of quantum computers° 
will require error correction to outperform tradi-
tional, classical computers. Quantum computing 

hardware has reached the “break-even” point 
(i.e., where error correction is feasible) enabling 
practical scaling. 

The main scaling challenge is not simply in° 
increasing the number of quantum bits, or qubits, 
in a module. Rather it is in controlling individual 
qubits. Scaling of quantum computers compa-
rable to what has been achieved for classical 
computers depends on the availability of robust 
error-correction approaches—expected within 
the next few years—and on leveraging estab-
lished techniques from semiconductor and pho-
tonics engineering. 

About Quantum Computing 

Quantum technology offers a fundamentally new 
computational paradigm. Classical computers use 
individual bits as the smallest unit of information, with 
each being 0 or 1. In contrast, qubits—the smallest 
unit of information for a quantum computer—can be 
in multiple states simultaneously; that is, qubits can 
exist in superposition. This reality is one aspect of 
what allows quantum computers (like the one shown 
in fgure 7.1) to process a vast number of possibilities 
at once, a phenomenon called quantum parallelism. 
This capability makes quantum machines a potentially 
game-changing advance in the feld of computing. 

In gate-based quantum computing—in contrast to 
quantum simulation, discussed later in this chapter— 
qubits are manipulated through discrete operations 
performed by quantum gates. These gates alter the 
state of the qubits they act upon. Serving as the 
quantum analog of logic gates in classical comput-
ers, they form the fundamental building blocks of 
quantum circuits that execute calculations by chain-
ing together individual gate operations. 
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FIGURE 7.1  The wiring infrastructure of a quantum computer 

Source: IBM, CC BY-ND 2.0 

By carefully sequencing these operations, gate-based 
quantum computers can, in principle, perform a very 
specifc set of calculations, including for quantum 
chemistry and certain kinds of codebreaking, much 
faster than their classical counterparts. This possibil-
ity and the potential for a broader array of applica-
tions down the line have driven up public and private 
investment in quantum computing in recent years. 
(Figure 7.2 shows statistics on venture capital invest-
ment.) This rapid growth refects investor interest in the 
feld, though signifcant challenges must be resolved 
before quantum computing’s value can be realized. 

Chief among these challenges is obtaining the 
answer to a problem once a quantum computation 
has been performed. Because the qubits are in a 
superposition state, a computation that is performed 
on them generates many possible results. However, 
nearly all of these will not be useful to solving the 

problem at hand. Realizing the advantage of a 
quantum computer requires developing algorithms 
that surface the useful result often enough that it’s 
possible to identify it without having to repeat the 
calculation too many times. This is fundamentally 
different from classical computing, which produces 
deterministic results of computations. 

A second important challenge is that quantum 
computing operations can be disrupted by errors 
caused by small amounts of “noise” in the environ-
ment, such as atomic decay, small vibrations, or tiny 
changes in temperature. This noise can disrupt the 
delicate quantum state of qubits and lead to errors. 
In other words, interaction with the outside world 
generally destroys superposition states that enable 
quantum parallelism, so it’s crucial to minimize this 
noise as much as possible and to correct the errors 
that cannot be avoided. 



121 07  QUANTUM TECHNOLOGIES 

  
  

 

 FIGURE 7.2  Funding trends in quantum computing and quantum 
technologies 
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Compensating for these errors—a process called 
error correction—accounts for upward of 90 per-
cent of what a quantum computer actually does; the 
remaining 10 percent, or less, is spent actually com-
puting. Error correction is the process of storing infor-
mation in a way that it is resilient to noise and other 
error mechanisms. This encoding uses many physi-
cal qubits in the quantum hardware to encode one 
logical qubit, which is a qubit that is robust against 
noise. A quantum computer performs its algorithms 

2024 2025 

between these logical qubits while continuously cor-
recting the errors within them that emerge through 
the processing. With current approaches, hundreds 
to thousands of physical qubits are needed to 
encode every logical qubit used for computation. 

A third challenge is the fact that today, there are 
few problem-solving algorithms to run on quan-
tum computers that have any practical value. The 
quantum research community still lacks a complete 
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understanding of the algorithms that would ensure 
quantum computing provides any speedup at all 
over classical computers. 

Put differently, an important constraint on accom-
plishing useful tasks with quantum computers is the 
current lack of suitable algorithms for those pur-
poses; this is in addition to the lack of suffciently 
powerful quantum computers themselves. The lack 
of algorithms is partly due to a chicken-and-egg 
problem: It is extremely challenging to invent and 
test new algorithms without the underlying hardware 
to rapidly test and guide the process. Error-corrected 
hardware, when available, will enable empirical 
development and benchmarking of quantum algo-
rithms; currently, this can be done only by formal 
mathematical proofs of correctness and speed. 

Key Developments 

QUBIT TECHNOLOGY 
Numerous hardware approaches are under active 
exploration for construction of physical qubits. At 
the time of this writing, the most visible candidates 
include the following: 

Trapped ions Atoms that are missing an elec-° 
tron (i.e., ions) are not electrically neutral, so they 
can be trapped by radio-frequency electric felds. 
The ion encodes information in its internal states, 
and the information can be read out using laser 
beams. Computations are performed through 
conducting controlled collisions between ions. 

Superconducting circuits Composed of nano-° 
fabricated chips, these circuits must be kept cold 
at temperatures near absolute zero (–273.15°C). 
Like traditional electronics, computations are 
performed by running currents through the chips. 
However, the fabrication procedures are different 
from those of ordinary semiconductors. 

Neutral atoms These are atoms that are not ° 
missing any electrons and hence must be trapped 
with laser beams. Moving these laser beams 

around allows the atoms to collide and perform 
computations. The laser traps are weak, so the 
atoms must be held in an extreme vacuum that is 
comparable to interplanetary space. 

Silicon spin qubits These are single electrons ° 
trapped in structures resembling modern silicon 
transistors that often use standard semiconduc-
tor foundry processes. These qubits also oper-
ate at temperatures near absolute zero. They are 
somewhat less developed than the approaches 
described above due to their extreme sensitiv-
ity to small material defects. However, they are 
advancing rapidly and have the potential to take 
advantage of the large investments and rapid 
learning rates in the semiconductor industry. 

Photonic qubits These qubits encode infor-° 
mation in states of optical frequency light felds 
(usually telecom-band photons), perform opera-
tions running at room temperature, and interface 
naturally with fber networks. Proponents claim 
scalability through wafer-scale photonics, low-
loss fber, and other factors. In practice, progress 
has been constrained by the inability to develop 
an appropriate test environment that could pro-
vide convincing evidence of practical advantage. 

In the early days of quantum computing, trapped 
ions and superconducting circuits were seen as the 
leading candidates. In the past decade, neutral atom 
quantum technology has become a true competitor 
to them. This development demonstrates that the 
“horse race” for the quantum transistor remains 
open, leaving opportunities for the emergence of 
alternative approaches that scale more easily and 
deliver improved underlying performance. 

Two dark horses in this category are photonic and 
topological qubits. Photonic qubits aim to leverage 
silicon photonics manufacturing to achieve fault tol-
erance, but using them in quantum gates is tech-
nically challenging. Topological qubits aim to store 
information in a naturally protected form that, under 
ideal conditions, should be less sensitive to changes 
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in the external environment—though recent research 
on this technology has been challenged.2 Both plat-
forms have attracted signifcant public and private 
investment and have promised compelling path-
ways to leapfrog current leaders in demonstrated 
quantum capabilities. However, neither platform has 
yet demonstrated computation at even the scale 
of a few qubits, and both face substantial technical 
roadblocks. 

One of the primary determinants of front-runner 
status of any physical qubit technology is its fdel-
ity. Fidelity refers to how accurately a quantum 
gate executes its intended operation compared to 
an ideal error-free gate—the greater the similarity 
between the two, the higher the fdelity of the gate 
under examination. This is important because the 
computation needed to perform error correction in 
a quantum computer is itself vulnerable to error.  

For a given qubit technology and error-correcting 
algorithm, a process called “co-design” for the code 
and platform establishes a break-even threshold for 
fdelity. This means that the errors corrected by the 
error-correction circuitry are barely equal in number 
to the errors introduced because of the operation of 
that circuitry. Higher gate fdelities increase the former 
number relative to the latter (more and more errors 
corrected compared to the number of errors intro-
duced). In practice, this break-even threshold across 
a number of technologies is around 99 percent.3 

From a practical standpoint, there is a broad consen-
sus in the feld that gate fdelities above 99.9 percent 

(that is, signifcantly better than the break-even 
threshold) will enable the construction of practical 
quantum computers that do not require a prohib-
itive amount of error correction or a prohibitive 
number of physical qubits to implement that error 
correction. 

The most important development in qubit tech-
nology is that trapped ions, neutral atoms, and 
superconducting circuits have all now crossed the 
“break-even” threshold. However, quantum comput-
ing faces uncertainty over which of these—or perhaps 
one of the dark horse possibilities—will lead to the 
best scalable architecture. Unlike classical comput-
ing, in which transistors proved superior to vacuum 
tubes and became the technological foundation for a 
fabrication industry that set classical semiconductors 
on the path of rapid and sustained cost reductions 
over decades,4 the “quantum transistor” has yet to 
be identifed. Indeed, rather than a single winner, 
multiple platforms may well coexist, each with unique 
strengths and challenges. As a result, quantum com-
puting progress is likely to depend on hardware 
innovation, error correction, and application-specifc 
advances. 

QUANTUM MEMORY 
Memory in quantum computers serves approxi-
mately the same function as it does in classical com-
puters: It holds quantum information in qubits while 
preserving their quantum properties like superposi-
tion and entanglement until operations can be per-
formed on that information. An example of recent 

Unlike classical computing, in which transistors proved 
superior to vacuum tubes . . . the “quantum transistor” has 

yet to be identified. Indeed, rather than a single winner, 
multiple platforms may well coexist. 
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progress is the development of quantum memory 
that extends storage times of quantum states by a 
factor of up to thirty.5 Quantum memory also plays 
a critical role in quantum repeaters, which are dis-
cussed in the Quantum Communications section 
later in the chapter. 

SCALE­UP OF QUANTUM COMPUTERS 
At present, the state of the art is computers with 
thousands of atomic qubits and hundreds of super-
conducting and ionic qubits. In each of these plat-
forms, these physical qubits have been combined 
to redundantly encode dozens (currently up to forty-
eight) logical qubits,6 albeit at error rates orders of 
magnitude too high for scalable computation. To 
achieve the error rates and computer sizes necessary 
for scalable computing, more logical qubits to per-
form computations and more encoding redundancy 
to reduce the error rates of the logical qubits are 
required. In other words, many, many more physical 
qubits are going to be needed. 

Current resource estimates indicate that thousands 
of logical qubits, and thus millions of physical qubits,7 

will be required to build quantum computers that 
can break current public-key encryption schemes. 
Achieving systems at this scale requires innovation 
in qubit design and performance, and substantial 
progress in the ability to manipulate so many qubits 
simultaneously. 

Thus, from here, the game is to scale, increasing the 
qubit count without sacrifcing qubit performance. 
As mentioned above, a gate fdelity of 99.9 per-
cent (corresponding to an error rate of 0.1 percent 
per gate operation) is expected to be suffcient for 
quantum computation at scale. Along similar lines, a 
million physical qubits, either distributed across net-
worked modules or in a single large quantum com-
puter, will be required to perform practically useful 
computation.8 Present-day industry road maps sug-
gest that individual quantum computing modules 
with tens of thousands to hundreds of thousands of 
physical qubits are feasible within the next decade 
or so.9 

Controlling the operations in which these qubits are 
involved is another key task in scaling up. A quan-
tum computer must be able to control each qubit it 
uses. To do so, a control channel needs to be estab-
lished that sends signals to every qubit; if a quantum 
computer with a million qubits requires each indi-
vidual qubit to be manipulated on a microsecond 
timescale, a control bandwidth of around one terabit 
per second is needed. 

Such rates are usually achieved, but they exceed the 
internal memory bandwidth of a standard micropro-
cessor chip. Both the processing power to generate 
this control and the physical control hardware require 
technology development. This will likely be in the 
form of applications-specifc integrated circuits for 
all quantum computing platforms, faster cameras, 
and other supporting technologies. Today, control 
technology for large numbers of qubits lags behind 
the ability to fabricate and trap them. Developing 
tools for control is likely to be a broad effort, requir-
ing deep understanding of hardware architectures, 
signifcant expertise in various hardware develop-
ment paradigms, and novel solutions combining 
them. 

QUANTUM SIMULATION 
Despite a huge amount of contemporary discussion 
and excitement about the revolutionary importance 
of quantum computing, there are currently few real-
world applications of the technology. Those that do 
exist are examples of quantum simulation. 

Quantum simulation works by creating a physical 
system—in this case, physical qubits—whose behav-
ior is mathematically analogous to the problem 
being solved. The key insight is that the equations 
governing the physical system must have the same 
mathematical structure as those governing the prob-
lem; the specifc physical details are irrelevant. Since 
the system’s evolution is determined by its govern-
ing equations (and its starting conditions), the phys-
ical realization of the original problem becomes a 
simulator of it. Observations of the system’s behavior 
can then be interpreted as the problem’s solution. 
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By applying carefully controlled stimuli, such as 
electromagnetic felds or laser pulses, to qubits and 
observing their subsequent behavior, it is possible to 
drive the system to evolve naturally. Quantum simu-
lations are also sensitive to fuctuations in the exter-
nal environment. However, they typically do not 
employ active error-correction protocols. Instead, 
their design emphasizes minimizing external distur-
bances as much as possible. 

Quantum simulation is most suitable for specifc, 
narrowly defned problems. Perhaps the most prom-
inent application is the modeling of the quantum 
properties of complex materials. This effectively 
mimics those materials using qubits, thereby allow-
ing researchers to explore material behaviors other-
wise exceedingly diffcult to study classically.10 

For example, French research teams have similarly 
shown how quantum simulation using neutral atoms 
for qubits can be used to model solvent interac-
tions in proteins, which is critical for advancing drug 
discovery.11 Additional work has demonstrated the 
usefulness of quantum simulations in clarifying the 
conditions required for high-temperature supercon-
ductivity and in refning classical numerical models 
of material behavior.12 

Over the Horizon 

APPLICATIONS AND SOFTWARE 
Although gate-based quantum computing could in 
principle be a general-purpose computing technol-
ogy, its specialized hardware and software require-
ments currently make it impractical as one. The 
expense and effort of meeting such requirements are 
worth it only when the problems being solved are suf-
fciently important or have enough economic value. 

Below we describe two of the most promising known 
applications for gate-based quantum computing: 

Breaking certain algorithms for asymmetric ° 
cryptography Discussed in more detail in chap-
ter 3, on cryptography and computer security, the 

most commonly used algorithms in asymmetric 
cryptography are based on the diffculty of factor-
ing large numbers and related problems. Classical 
computers factor numbers by testing one set of 
possible factors at a time, a process whose time to 
completion grows very rapidly as the numbers get 
very large. Shor’s algorithm, developed in 1994 by 
Peter Shor (see fgure 7.3), exploits quantum par-
allelism to effciently perform such tests over all 
possible inputs simultaneously. This reduces the 
time needed to break encryption from thousands 
of years to potentially hours or minutes with a suf-
fciently powerful quantum machine. 

Shor’s algorithm is expected to provide exponential 
speedup over what is possible with classical com-
puting, making it a top candidate application for 
quantum computing. The best current estimates 
suggest that the most commonly used asymmet-
ric cryptographic algorithm—RSA-2048—could 
be breakable in days to weeks on a quantum 
computer coming online in fve to ffteen years.13 

(Note, however, that Shor’s algorithm is not an 
algorithm that works against all possible asymmet-
ric cryptography algorithms. It only works against 

FIGURE 7.3  Peter Shor, creator of Shor’s algorithm 

Source: Christopher Harting, MIT News 
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asymmetric algorithms based on the diffculty of 
factoring large numbers and related problems.) 

Simulating the quantum world From chemis-° 
try to materials science, simulations using quan-
tum computers are expected to be exponentially 
faster than ones using classical computers. They 
are expected to have signifcant positive impacts 
on problems like nitrogen fxation, drug devel-
opment, and superconductivity14 and enable 
breakthroughs in chemical, drug, and catalyst 
design. The analog simulators currently solving 
these problems are likely to be replaced by more 
precise simulations on gate-based quantum com-
puters.15 Ultimately, quantum computers may 
generate complex quantum data that classical 
computers can then use to effciently manage 
more routine quantum chemistry simulations.16 

These application areas have signifcant economic 
or national security value, and gate-based quantum 
computing potentially offers substantial speedups 
for the above problems over classical computing. 

How substantial? Most desirable is an exponential 
speedup. When this is possible, a quantum com-
puter can fnish a task in a practical amount of time 
that would take a classical computer so long that it’s 
essentially impossible—sometimes longer than the 
age of the universe. An example would be a classical 
computer taking a billion years to solve a complex 
chemistry problem that a quantum computer with 
exponential speedup could do in a few minutes. 
When they are possible, exponential speedups are 
transformational. 

By contrast, a polynomial speedup can still be sub-
stantial.17 However, polynomial speedup gains in 
practice are limited by the much slower clock speeds 
of quantum computers (that is, the number of oper-
ations per second that a quantum computer can 
perform compared to a classical computer). Equally 
important, continuing improvements in classical 
computing hardware over the next decade are likely 
to deliver performance gains of a similar magnitude 

and offer a more probable near-term path to achiev-
ing them. 

For many computational problems that need to be 
solved, the consensus among experts seems to be 
that if speedups using quantum computing exist at 
all, they will most likely be polynomial in nature.18 In 
addition, such speedups may require careful optimi-
zation of quantum computers and signifcant hard-
ware development to realize practical gain. Shor’s 
algorithm for factoring (and thus for certain types of 
codebreaking) and quantum simulation for chemis-
try and materials science are among the few notable 
examples of exponential speedups currently known 
to exist over the best classical algorithm. 

In parallel with these algorithmic advances, work is 
ongoing at a number of companies to develop uni-
fed (and often cloud-based) frameworks that are 
qubit-hardware-agnostic and programmable by 
non-specialists, thereby making quantum computing 
more widely accessible. Broad adoption of such tools 
is predicated on quantum hardware advances that 
provide fault-tolerant quantum computers and algo-
rithmic advances that clarify commercial use cases. 

It is diffcult to predict which problems will be most 
directly impacted by quantum computing. However, 
what seems clear from the evolution of both classi-
cal computers and neural networks is that new com-
puting paradigms always lead to new opportunities. 
Further research in quantum algorithms is thus 
essential and is likely to accelerate as quantum com-
puting hardware for testing the algorithms becomes 
more sophisticated and accessible. 

ON QUANTUM SUPREMACY AND ADVANTAGE 
While fault-tolerant quantum computers capable 
of useful computation for codebreaking, quantum 
chemistry, and other uses remain some years out, 
an ongoing effort exists to demonstrate quantum 
supremacy. This refers to the quantum computation 
of any quantity suffciently complex that a classical 
computer cannot replicate the same result. 
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The endeavor to demonstrate quantum suprem-
acy has resulted in an extremely productive race 
between quantum computing teams and classical 
computing teams, with the former running ever-
more-complicated “random quantum circuits” and 
the latter demonstrating that they can in fact predict 
the output of these circuits on classical computers. 

The latest generation of superconducting quantum 
processors are large enough that they can now per-
form certain calculations that are diffcult or impossi-
ble to replicate on classical computers.19 However, this 
is a benchmark—the calculated quantity is not inher-
ently useful, even if it is beyond the reach of a classical 
computer to calculate. Nonetheless, this work points 
to classes of problems where quantum supremacy is 
indeed possible and drives progress in understanding 
the quantum/classical computability boundary. 

By contrast, the term quantum advantage is gen-
erally used to denote the superiority of a quantum 
computer in solving a practical, useful problem 
faster or more accurately than a classical computer. 
In addition, it signals a relevance to real-world tasks 
and potential commercial applicability. To date, true 
quantum advantage in computing has not been 
achieved on any useful real-world problem. 

Quantum Communication 
Essential Points 

Post-quantum encryption algorithms are already ° 
being deployed and used to protect against 
attacks based on factoring and related problems. 
Quantum communication for key distribution will 
be broadly useful only if it turns out that these 
algorithms are fawed in practice. 

Quantum networking for connecting individual° 
quantum computing modules will likely be nec-
essary at least in the shorter term to solve useful 
or meaningful problems. 

About Quantum Communication 

Quantum communication uses the principles of quan-
tum mechanics, such as superposition and entangle-
ment, to encode, transmit, and secure information 
between separate systems. It has two primary appli-
cations: One is related to privacy and security in data 
transmission and identifcation. The other is transmis-
sion of intrinsically quantum data, essential for tasks 
in scalable quantum computing and networks of sen-
sors linked through quantum entanglement. 

Quantum-Enabled Data Security 

The security afforded by quantum communication is 
based on its application to what is known as the key 
distribution problem, an essential element of secure 
digital communication. 

Today’s public-key cryptography, discussed in chap-
ter 3, on cryptography and computer security, is sus-
ceptible to attacks from future quantum computers. 
This is because, as discussed earlier, it relies upon 
the diffculty of factoring large numbers (or other 
related problems) for its security. Cryptographers are 
developing quantum-resistant algorithms—more 
precisely, algorithms that will resist Shor’s algorithm 
running on quantum computers. However, if they 
are unsuccessful, alternative key distribution meth-
ods, such as quantum key distribution (QKD), will be 
necessary. 

QKD does not rely on the infeasibility of obtain-
ing private keys from public keys. The security it 
affords is based on the fact that quantum informa-
tion cannot be copied.20 That is, it is impossible to 
create an exact, independent copy of an arbitrary 
and unknown quantum state—a statement known as 
the no-cloning theorem. Copying quantum informa-
tion always perturbs the original in detectable ways. 
By contrast, classical information can be perfectly 
copied without perturbation to the original. 

If quantum information cannot be copied, it means 
that it is impossible to eavesdrop on communications 
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conducted with quantum data. Eavesdropping 
entails a third party—say, someone called Eve— 
listening in to a communication from Alice to Bob. 
If that communication is conducted with classical 
data, Eve can intercept it in transit without Alice’s 
or Bob’s knowledge. Interception implies making a 
copy of the information that is in transit: The original 
version is what Alice sends to Bob and is in Bob’s 
possession, and the copy is what Eve has after the 
interception. 

But if the communication is conducted with quan-
tum data, the impossibility of copying quantum 
information means that if Eve attempts to inter-
cept the message, her interaction will perturb the 
quantum state of it. As a result, Bob will be able to 
detect Eve’s presence either by a failure to receive 
the information or by observing measurable errors 
or anomalies in the received data caused by the per-
turbation. If Bob receives the quantum information 
without any such disturbance, it indicates that no 
third party has accessed the message. In this case, 
Alice and Bob can use the received quantum infor-
mation to securely establish a shared cryptographic 
key, which can then be used to protect subsequent 
communications between them. This is the process 
known as QKD. 

Quantum communication is often regarded as a 
guarantor of perfect data security. For example, the 
European Telecommunications Standards Institute 
asserts that “QKD is secure now and always will be. 
By enabling provable security based on fundamen-
tal laws of quantum physics, QKD remains resilient 
even to future advances in cryptanalysis or in quan-
tum computing.”21 

This claim is true as far as it goes, but it omits several 
important points: 

QKD securely distributes only shared keys that ° 
can be used with existing symmetric encryption 
algorithms. The physical endpoints of the com-
munication system must still be secured. QKD 
does not by itself solve related challenges such 

as authentication, side-channel attacks, and man-
in-the-middle attacks.22 

Existing symmetric encryption algorithms using° 
long keys already provide effectively unbreak-
able protection for data in transit, and Shor’s 
algorithm provides no leverage in breaking sym-
metric algorithms. Other quantum algorithms 
provide modest (polynomial) assistance that is 
still entirely insuffcient to break the encryption 
algorithms in any reasonable time frame. 

As noted earlier, quantum communication in the ° 
form of QKD provides a hedge against a failure 
to develop public-key encryption algorithms 
resistant to being broken by quantum computers. 
But by and large, the cryptographic community 
has considerable confdence that the attempt to 
develop such algorithms will be successful. 

QKD’s security is effective only when two parties ° 
share an already-established trust relationship 
(e.g., through an initial face-to-face meeting in 
which they share a secret key so they can later 
verify their identities to each other). Using QKD, 
strangers without such a relationship will be able 
to communicate securely only by relying on trust-
worthy third parties to establish that initial trust 
relationship. 

Quantum Networking 

The security benefts for quantum-enabled data 
security described above will require the ability 
to transmit and share quantum information at a 
range of distances: QKD between continents would 
require establishing links over very long distances. 
Building multi-node quantum supercomputers, on 
the other hand, may require networking over only 
tens of meters. Such distributed quantum com-
puting can help to overcome individual quantum 
devices’ hardware limitations. Quantum networking 
can also enhance quantum sensors through coordi-
nated operation. (More details on this can be found 
in the Quantum Sensing section later in this chapter.) 
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Quantum networking entails many technical chal-
lenges, all focused on how to transfer quantum 
information between quantum computers or other 
quantum devices without loss. Because quantum 
information cannot be copied, it must be moved 
from point to point rather than replicated and 
then sent; this makes any losses during transmis-
sion extremely detrimental to quantum computers’ 
operation. 

One of these approaches depends on the comput-
ers involved being of the same design, thus eliminat-
ing the need to convert information from one form 
to another. This avoids the losses inherent in any 
such conversion. For example, to move information 
between quantum computers based on supercon-
ducting circuits, a networking design could require 
the qubits to remain in an ultra-low-temperature 
cryogenic environment. Such an environment would 
ensure that they maintain their quantum form and 
would minimize the risk of losses caused by noise, 
even very small vibrations or changes in tempera-
ture. This could be accomplished by housing the 
communicating computers within a single large 
cryogenic system or in a network of cryogenic envi-
ronments connected by superconducting coaxial 
cables. 

A second approach is transduction, which is the pro-
cess of converting quantum information from one 
physical quantum system to another without losing 
its quantum properties.23 Quantum transduction to 
optical photons (typically in fbers) is essential for net-
working quantum processors over long distances.24 

It is also essential whenever quantum information 
must be transmitted through room-temperature, 
non-vacuum environments. 

Typical examples of transduction include convert-
ing quantum information from states of an atom 
or superconducting qubit to states of a photon for 
transmission over an optical fber network. In these 
cases, the quantum transducer converts quantum 
signals encoded as atomic spins or microwave pho-
tons into optical photons and vice versa while pre-
serving their quantum state. 

For long-distance quantum communication (many 
kilometers and above), quantum repeaters may be 
needed. A quantum signal traveling long distances 
degrades because information-carrying photons are 
eventually lost during transmission due to absorp-
tion by the glass comprising the optical fber. 

To deal with this loss, quantum repeaters—essen-
tially small quantum computers dedicated to a 
single function—must frst build up entanglement 
between adjacent nodes of the network. They then 
use that entanglement along with classical com-
munication to generate longer and longer range 
entanglement. Preserving the qubits and their 
entanglement in quantum memory at each node 
(i.e., at each repeater) as the chain grows, this 
process continues until the entanglement spans 
the entire network. At that point, the network can 
be employed—again in conjunction with classical 
communication—to teleport quantum information 
without errors or loss across its full extent. 

Quantum networking entails many technical challenges, all 
focused on how to transfer quantum information between 

quantum computers or other quantum devices without loss. 
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Such repeaters, which are the subject of intense 
research activity, would make it possible to move 
quantum information from one place to another 
without making a copy of the original quantum state 
(which would otherwise violate the no-cloning theo-
rem) in the presence of loss. 

Key Developments 

Some important technology developments in quan-
tum communication in recent years include the 
following: 

Interconnects Researchers in China have built ° 
low-loss superconducting interconnects that 
enable high-fdelity quantum information transfer 
between modular quantum processor units.25 A 
quantum interconnect is a device or system that 
links different quantum components—such as 
quantum processors, sensors, or memories—so 
they can exchange and process quantum infor-
mation coherently. 

Repeaters A prototype quantum repeater that ° 
successfully distributes entanglement between 
two trapped-ion nodes separated by 50 kilome-
ters (km) of optical fber has been demonstrated.26 

This system integrates telecom-wavelength photon 
conversion to minimize transmission loss with quan-
tum memories for storing entangled states and 
entanglement-swapping protocols, marking a crit-
ical advance toward scalable quantum networks. 

Approaches to transduction Some of the° 
leading approaches to transduction include the 
following: 

– Atomic decay–based transduction This 
uses atoms or ions that absorb and emit light, 
helping transfer quantum information from 
one form (like microwave signals) to another 
(like optical light) without losing it.27 

– Integrated microwave­to­optical transduc­
tion Tiny optical circuits on chips convert 
quantum signals between microwave and 

optical light.28 These devices can use either 
optomechanical or electro-optical interac-
tions as the base physical process (see below). 
Integrated transducers can achieve high-rate 
transduction with reduced heat production.29 

– Optomechanical transduction Mechanical 
vibrations act as an intermediary between 
light and microwaves. These approaches have 
successfully demonstrated effcient bidirec-
tional conversion30 and microwave-optical 
entanglement.31 

– Electro­optical transduction The electric 
felds of the microwave photons modify the 
optical properties of a material to affect the 
microwave-to-optical conversion.32 

Despite signifcant progress, even the ap-
proaches that have succeeded in demonstrating 
microwave-optical entanglement currently do 
so at a quantum information transmission rate 
and fdelity signifcantly below what is needed 
to perform networked quantum computation. 
Importantly, current microwave-optical conver-
sion rates are roughly six orders of magnitude 
smaller than the rate at which qubits in the same 
cryogenic environment can natively communi-
cate with each other. 

Transducer effciency New architectures have ° 
been developed that signifcantly increase the 
effciency and speed of atom-to-photon quantum 
transducers.33 Based on arrays of optical cavities, 
which are structures formed by pairs of highly 
refective mirrors that can confne photons, the 
new architecture enables simultaneous transduc-
tion from many atoms. This advance is a step in 
the direction of higher-rate transmission in quan-
tum networks. 

Operational tests Quantum-enabled data° 
security affordances have been tested in opera-
tional scenarios by fnancial institutions such as 
HSBC,34 JPMorgan Chase,35 and Shinhan Bank in 
South Korea.36 Other demonstrations have shown 
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that QKD can operate over hundreds of kilome-
ters37 and even in space via the use of satellites 
and ground stations.38 

Over the Horizon 

Quantum communication is expensive and techno-
logically diffcult to put into place on a large scale. 
For it to be effective at such scale, it must solve prob-
lems less expensively than other approaches. As dis-
cussed in chapter 3, on cryptography and computer 
security, a variety of efforts are underway to deploy 
post-quantum encryption algorithms to resist quan-
tum computing approaches to crack them. The 
security afforded by quantum communication will 
be valuable and important only if these efforts fail. 

Even as the technology for quantum communication 
matures, classical networking will continue to handle 
most data traffc.39 The vast majority of data in the 
world is classical, and classical networks are far more 
effcient and far faster for high-bandwidth communi-
cations. Quantum networks are inherently prone to 
loss and noise, limiting distance and speed, and their 
reliance on complex hardware like quantum repeaters 
restricts scalability. In short, quantum networks will at 
best complement, but not supersede, their classical 
counterparts in secure communication applications. 

Nonetheless, it is expected that future networking 
between quantum data centers will enable joint, 
distributed quantum computations that surpass the 
capabilities of isolated quantum processors. This 
scaling approach is critical because of the physical 
and technical challenges in building large mono-
lithic quantum computers. In this context, a “quan-
tum internet” is likely to emerge.40 This will likely 
involve localized quantum data centers performing 
the heavy lifting and more modest quantum devices 
securely querying them and communicating with 
one another. Networking between these quantum 
data centers will enable even larger calculations. 

Finally, large-scale quantum networks may enable 
novel applications beyond secure communication 

and sensing. Speculatively, these include the 
following: 

Quantum­assisted location verifcation and° 
encryption A protocol called quantum geo-
encryption could allow data to be decrypted only 
at a specifc geographic location or time, enhanc-
ing security against unauthorized or improper 
access.41 

Entanglement­enhanced clock comparisons° 
Networks of optical clocks can surpass classical 
precision limits in frequency and time measure-
ment, enabling applications in fundamental phys-
ics tests, navigation, and geodesy.42 

Spoofng­proof timing synchronization Using° 
quantum entanglement properties for time syn-
chronization could make timing systems much 
more resistant to spoofng or jamming attacks. 
This would improve the reliability of global nav-
igation satellite systems, such as GPS, Russia’s 
GLONASS, and the European Union’s Galileo.43 

Quantum Sensing 
Essential Points 

Quantum sensing is the most mature of quan-° 
tum technologies and is uniquely well suited for 
applications that involve small signals or that 
are delicate. These include astronomy (which 
requires capture of dim images), bioimaging 
(which requires that the light source not damage 
delicate specimens), and ultra-low-power plat-
forms. Quantum sensing demonstrably excels in 
areas where classical probes are impractical, inva-
sive, or inadequate, including gravitational-wave 
detection, precision timekeeping, and nanoscale 
feld sensing. 

Quantum sensors increase their sensitivity by° 
frst suppressing classical sources of noise (e.g., 
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technical or engineering noise). They then use 
quantum techniques for controlling quantum 
noise resulting from quantum effects such as the 
uncertainty principle. Quantum sensors do not 
eliminate all noise issues. 

True quantum advantage is not demonstrated by ° 
individual devices that show exceptional sensitiv-
ity only under idealized, highly controlled condi-
tions. Rather it is demonstrated by a full system 
that outperforms a well-optimized classical base-
line under equal resource constraints (size, weight, 
power, integration time). The system’s sensitivity 
must reach and be maintained at the quantum 
noise limit in a robust, practically engineered 
package that doesn’t require complex calibration 
and is rugged enough to use under changing 
environmental conditions. 

The advancement of practical quantum sensing° 
is dominated by engineering challenges. These 
include the effective integration of system compo-
nents, minimization of signal loss, and the devel-
opment of compact, reliable photonic devices. 
Additionally, if sensors are networked, the chal-
lenges also include the establishment of precise 
timing and phase coordination, the reduction of 
losses in interconnections, and reliable synchro-
nization across the network. Classical networking 
of quantum-enhanced nodes is likely to mature 
before fully entangled networks are feldable. 

Networked and coordinated quantum sensing ° 
offer a number of benefts in principle, such as 
better ways to minimize the impact of noise and 
more accurate estimation of certain quantum 
wave properties important for sensing. However, 
realizing them in practice is a signifcant chal-
lenge separate from single-node engineering. 

About Quantum Sensing 

Sensing gathers information about the world, from 
telling time to detecting faint signals, such as light or 
gravitational felds. Many sensor improvements over 

the years have been driven by advances in materi-
als, electronics, and data processing. However, as 
sensors are made more sensitive, they eventually 
hit the limits of classical measurement precision. 
These limits can sometimes be overcome by devot-
ing more energy or time to the sensing process. 
Quantum sensing exploits quantum mechanics to 
achieve greater sensitivity per photon, per atom, per 
second, or per joule of energy. It does this through 
techniques such as entanglement, squeezed states 
of light, and quantum feedback. 

Entanglement refers to linking particles so their ° 
states become correlated, enhancing measure-
ment precision. 

Squeezed light refers to light prepared in a way ° 
that reduces the noise due to random photon 
arrival times, thereby improving sensitivity beyond 
what is possible with classical instruments. 

Quantum feedback involves controlling quan-° 
tum systems in real time to correct errors and 
boost measurement accuracy. 

Quantum sensors measure diverse phenomena 
including time, magnetic and electric felds, mass, 
and forces such as gravity. To achieve their advanced 
sensitivity, these devices must protect the fragile 
quantum properties of their probes from the exter-
nal environment through to the fnal measurement. 

For sensors based on matter—such as neutral° 
atoms, ions, or nitrogen-vacancy (NV) centers in 
diamonds—this typically means shielding them 
to extend their coherence time (i.e., the time over 
which their probes retain their quantum state 
information). 

For photonic sensors, the dominant challenge is° 
different: Optical loss must be minimized as light 
travels and interacts with the sample because lost 
photons irrevocably degrade the quantum advan-
tage of the sensor. Furthermore, the fnal mea-
surement itself must be nearly perfect; this often 
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requires specialized hardware like high-quantum-
effciency photodetectors to ensure the delicate 
quantum information is read out without being 
destroyed. 

Quantum sensing repurposes a fundamental chal-
lenge from quantum computing: While a quantum 
computer must be shielded from environmental 
noise, a sensor uses its quantum components as 
sensitive probes that intentionally interact with spe-
cifc parts or properties of the environment to obtain 
information about it. 

This distinction shows how the same quantum sys-
tems can be used differently by leveraging their 
unique properties for either computation or sensing. 
Similar observations apply for supporting technolo-
gies shared with quantum computing, such as lasers, 
photonics, and cryogenics. Overall, the feld bene-
fts from the fact that progress in one quantum area 
drives advances in others. 

Key Developments 

The applications in which quantum sensors are 
used today include scientifc instrumentation, nav-
igation, energy prospecting, biological imaging, 
and defense, among others. To support these and 
other applications, a number of underlying quantum 
sensing technologies have been developed. These 
include technologies for sensing magnetic and grav-
itational felds, quantum networking for sensors, and 
technologies related to operational integration. We 
address each in turn. 

APPLICATION DOMAINS 
Scientifc instrumentation An example is the Laser 
Interferometer Gravitational-Wave Observatory 
(LIGO), a large-scale physics experiment designed 
to detect gravitational waves produced by cosmic 
events such as black holes and neutron star col-
lisions. LIGO uses laser interferometry enhanced 
by squeezed light to measure changes that are far 
smaller than the width of a proton in the 4 km length of 

its arms,44 which would not be possible with classical 
instruments. This quantum upgrade has nearly dou-
bled the volume of the universe LIGO can observe. 
This means it can detect far more events, pushing 
the boundaries of our cosmic understanding. 

Navigation Quantum sensors can facilitate GPS-
independent navigation in two ways. First, they can 
provide superior inertial navigation through more 
accurate measurements of acceleration, rotation, 
and reduced sensor drift.45 (Sensor drift is the grad-
ual and undesirable change in a sensor’s output over 
time, even when the input being measured remains 
constant. This results in a discrepancy between the 
sensor’s readings and the true physical value of what 
is being measured.) 

Second, quantum sensors can also support naviga-
tion through map matching. This involves sensors 
measuring subtle variations in the local electric or 
magnetic feld as a function of position and aligning 
those measurements with a previously constructed 
map of the area to pinpoint their location.46 The 
accuracy of this method depends on the availabil-
ity of detailed feld maps. In one demonstration, a 
quantum magnetic-anomaly navigation system was 
tested on aircraft and ground vehicles, achieving 
positioning accuracies on par with, or exceeding, 
GPS in some scenarios. This includes one case where 
the position accuracy was better than twenty-two 
meters, outperforming traditional inertial navigation 
systems by up to forty-six-fold.47 

Energy and natural mineral prospecting In energy 
exploration,48 quantum gravimeters can detect mi-
nute variations in Earth’s gravitational feld that pro-
vide information on the density and spatial structure 
of aquifers and hydrocarbon or minerals reserves. 
Quantum magnetometers can detect buried infra-
structure, unexploded ordnance, and mineral depos-
its in real time, supporting safer and more effcient 
resource extraction. 

Defense and national security Quantum sens-
ing promises to support a wide range of battlefeld 
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Quantum gravitometers may be able to assist in the 
more precise and certain locations of tunnels and 
underground bunkers.

Biological imaging and sensing    Quantum sensors 
enable high-resolution optical imaging at ultra-low-
light levels, minimizing light damage to sensitive 
samples. This allows researchers to observe living 
cells and tissues in their native states and supports 
noninvasive, high-precision, low-light imaging for 
biomedical research.49 Quantum techniques can 
also extend these benefits to electron microscopy, 
enabling minimally destructive, nanoscale imaging 
of fragile specimens.

applications, though none of those cited below have 
yet been matured fully into operational systems 
suitable for routine use. Navigation in GPS-denied 
environments is a critical need for mobile platforms 
and precision weapons, for which quantum acceler-
ometers and gyroscopes are helpful (see figure 7.4). 
Quantum sensors for electromagnetic radiation 
detection and accurate timekeeping improve 
radar and electronic warfare systems by enhanc-
ing detection or improving resistance to jamming. 
Quantum-enhanced imaging methods can improve 
intelligence, surveillance, and reconnaissance capa-
bilities, especially in low-visibility or degraded visual 
environments such as camouflage or dense foliage. 

FIGURE 7.4  A quantum accelerometer from Imperial College London uses ultracold atoms to make highly 
accurate measurements

Source: Royal Navy



135 07  QUANTUM TECHNOLOGIES 

  
  

 
 

 
 
 
 
 

  

   
 
 

 
 

 
 
 
 
 
 

 
 

   

  

  
 
 

 
 

 
 
 
 
 
 

 
  

 

  

    

 

 

Quantum sensors can detect extremely small signals 
previously inaccessible to classical methods. For exam-
ple, sensors based on NV centers in diamonds have 
measured microscopic magnetic and electric felds in 
single molecules and neurons and have also mapped 
heat production within cells.50 Unlike traditional elec-
trodes, quantum sensors probe living systems nonin-
vasively, offering high spatial resolution and sensitivity. 
This enables precise study of brain function, neural 
communication, and neurological diseases. 

A novel development is the use of an enhanced 
yellow fuorescent protein as a qubit.51 This protein-
based quantum sensor can be placed inside living 
systems to measure magnetic and electric felds, 
chemical changes, and protein interactions at the 
nanoscale. Because fuorescent proteins are naturally 
biocompatible, this approach allows quantum sens-
ing within complex cellular environments. In essence, 
the biological qubit is like a temperature probe 
for the quantum age. However, instead of being sen-
sitive to heat, it is sensitive to a suite of biologically 
relevant signals inside living systems. 

SENSOR DEVELOPMENTS 
The following are a sampling of some important 
developments in quantum sensors: 

Cold­atom interferometers These use clouds 
of atoms cooled to near absolute zero to measure 
acceleration, rotation, and gravity with extraordi-
nary precision. For example, cold-atom inertial sen-
sors based on light-pulse atom interferometry have 
achieved sensitivity and accuracy levels that compete 
with—and sometimes surpass—traditional inertial 
sensors. Laboratory experiments have demonstrated 
high-precision measurements of acceleration and 
rotation, with technique improvements such as inter-
leaved atom interferometry enabling measurements 
of rotation rate with high resolution and accuracy.52 

Chinese researchers successfully demonstrated that 
a cold-atom gyroscope has lower drift compared to 
traditional fber-optic gyroscopes.53 

NV center diamond sensors These are particu-
larly useful for sensing magnetic felds.54 They take 
advantage of a nitrogen atom next to a vacant site 
in a diamond’s crystal structure in ways that enable 
detection of magnetic felds at sensitivities and res-
olutions far better than classical magnetic sensors. 
These sensors are thus well suited for the detection 
of weak, localized, or rapidly varying magnetic felds 
in domains such as biomedical imaging, scientifc 
instrumentation more broadly, materials science, 
navigation, and defense. 

Quantum radar Classical radar detects objects 
by sending microwave signals to a target and mea-
suring what is refected back. Quantum radar does 
the same using pairs of  entangled photons, more 
often at optical frequencies rather than at micro-
wave ones.55 On theoretical grounds, this approach 
potentially offers modestly higher sensitivity in very 
noisy environments by leveraging quantum cor-
relations rather than raw signal power. However, 
the increased complexity of the transmitters and 
receivers, and the modest enhancements promised, 
means that, in practice, a true quantum advantage 
in radar will remain elusive until signifcant photonic 
hardware challenges are overcome. 

Networking for coordinated sensing Though 
networking for coordinated sensing has not been 
deployed in the feld, even on an experimental 
basis, there is every reason to believe that quan-
tum communication can enhance quantum sensors 
through coordinating their operation. This would 
improve sensitivity and precision beyond classi-
cal sensor arrays or individual quantum sensors. 
Applications span felds such as navigation, timing, 
environmental monitoring, geophysics, and medical 
imaging. As one example of recent theoretical work, 
researchers have shown how networking quantum 
sensors together can enable the highly selective 
detection of electromagnetic waves.56 These net-
works can be tuned to ignore unwanted waves from 
specifc directions while remaining sensitive to the 
desired signal. 
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In the coming decade, quantum sensing is expected to 
significantly impact fields such as biology, medicine, 
navigation, and geoscience. 

Operational integration Once the foundational 
science of a particular sensor is validated in the lab-
oratory, its transition to feld deployment introduces 
substantial engineering challenges. This is because 
performance that is robust under controlled lab con-
ditions often declines under real-world stressors. 
Recognizing these issues, the Defense Advanced 
Research Projects Agency (DARPA) has initiated pro-
grams that tackle this operational challenge from dif-
ferent angles. Its Robust Quantum Sensors program, 
for example, focuses on system-level ruggedization. 
It aims to make entire complex sensor systems (like 
cold-atom interferometers) resilient enough to main-
tain high performance while mounted on moving 
military platforms. 

A complementary, component-level approach is 
taken by DARPA’s Intensity-Squeezed Photonic 
Integration for Revolutionary Detectors program.57 

This effort focuses on miniaturization and integra-
tion. It seeks to take the sophisticated squeezed-
light technology used in massive experiments like 
LIGO and shrink it to a compact photonic chip.58 

When it happens in any given use case, the shift 
from large, stationary experimental setups to com-
pact, rugged feld sensors is a signifcant milestone, 
enabling systems that are valuable to military end 
users. 

Although not funded by DARPA, one example of 
such work is the demonstration of the integration 
and miniaturization of accelerometers based on 
cold-atom interferometry. This is done by combining 
traditionally separate components into a compact 
unit suitable for feld deployment on operational 

platforms. This innovation reduces the size and com-
plexity from large optical-table systems to a rugged 
package roughly the size of a shoebox.59 

Over the Horizon 

Especially exciting now is the development of 
new applications of quantum sensing technolo-
gies. These include portable brain scanners that 
use atomic magnetometers; quantum-enhanced 
microscopes that can look inside living cells without 
damaging them; and gravimeters that can detect 
underground cavities without digging.  

In the coming decade, quantum sensing is expected 
to signifcantly impact felds such as biology, medi-
cine, navigation, and geoscience. In the life sciences, 
emerging protein-based sensors may eventually 
enable measurements of signals inside living cells, 
opening new opportunities in neuroscience and 
bioanalytics. For example, quantum sensors may 
enable in-vivo imaging through enhanced micro-
spectroscopy.60 Theoretical work also suggests that 
entangled photon imaging could further improve 
the imaging of tissues and biological organisms, 
although this remains largely conceptual.61 

In navigation and geoscience, quantum gravimeters, 
gyroscopes, and portable clocks could strengthen 
navigation where GPS is unavailable while improving 
climate monitoring and resource mapping. Progress 
in integrated quantum photonics is also anticipated 
to deliver substantial gains in power effciency, bring-
ing new sensing capabilities to power-constrained 
platforms. 
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At the same time, a new frontier lies in algorithmic 
sensing: Rather than treating sensors as passive data 
collectors, quantum algorithms could directly use 
quantum sensors to gather and process data. Early 
theoretical work points to the possibility of extracting 
extremely weak signals from noise or scanning large, 
uncertain parameter spaces far more effciently than 
classical approaches. If realized, such algorithmic 
strategies would link quantum sensors and quantum 
computers in real-time feedback loops, expanding 
capabilities in areas from spectrum monitoring to 
distributed sensor networks. 

Next-generation quantum sensors promise to 
extend the march toward lower drift, lower power 
consumption, and higher precision. Therefore, it 
seems reasonable to expect that these techniques, 
combined with large-scale classical data-fusion tech-
niques, will continue to progress in such detection 
tasks. In short, we anticipate continued incremental 
gains in sensor capabilities as the result of continued 
progress in quantum sensing, rather than a large, 
discrete jump in overall performance. 

Policy Issues 
The American Advantage 

America currently leads the world in many of the 
most advanced quantum computing technologies, 

including superconducting circuits, neutral atoms, 
and trapped ions. This leadership is the result of the 
following: 

A stable pipeline of experimentally demonstrated° 
approaches, techniques, and materials emerging 
from basic research labs on university campuses 

A healthy ecosystem of start-ups and large com-° 
panies exploring commercialization opportunities 

A forward-looking, entrepreneurial mindset that ° 
has been willing to support the pursuit of new 
opportunities before their payoff is clear 

The United States doesn’t necessarily lead in devel-
oping enabling technologies, such as electronics, 
optics, and cryogenics. Nor is it the fastest at com-
mercializing or scaling up quantum devices; fur-
thermore, its skilled and unskilled labor is relatively 
expensive. Nevertheless, the national quantum eco-
system that’s been built since World War II to nurture 
and develop novel creative ideas and support their 
commercialization has given America a signifcant 
competitive advantage. 

Other countries are now investing signifcant amounts 
of public capital into quantum technologies—in par-
ticular, China, which has made the domain one of 
the main technology priorities in its fve-year plans.62 

To sustain America’s advantage in quantum technol-
ogies, several areas of policy are important. 

The national quantum ecosystem that’s been built 
since World War II . . . has given America a significant 

competitive advantage. 
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Support for Basic Science Research 

In the past fve years, both start-ups and tech giants 
have increasingly taken on the task of building large-
scale, commercial quantum computing. Industrial 
efforts that focus on a wide variety of qubit technol-
ogies and their associated architectures now exist. 
These efforts typically focus on building toward the 
million-physical-qubit systems necessary for useful 
error-corrected computation. Thus, they emphasize 
the scaling of existing technologies, with relatively 
small tweaks to hardware and algorithms. 

By contrast, academic efforts tend to focus on dis-
covery of entirely new qubit platforms, improv-
ing qubit properties in existing platforms, creating 
new routes to scaling, and developing new quan-
tum algorithms. Unlike many felds where academic 
efforts are disconnected from industrial realities, this 
high-risk basic academic science remains crucial to 
the continued progress of private-sector efforts. 
Ideas from academia are regularly adopted by both 
large companies and start-ups. 

The Quantum Workforce 

On university campuses—where the basic science 
powering quantum innovations occurs—it is critically 
important to ensure access to doctoral students from 
abroad and particularly from China. There is an insuf-
fcient supply of adequately skilled US-trained under-
graduates. Therefore, cutting the fow of international 
students actively hinders American competitiveness 
in quantum technology. In almost every university 
research laboratory, graduate students, as part of 
their training, provide much of the day-to-day labor 
necessary for advancing the state-of-the-art science.63 

Furthermore, after these international students have 
graduated, they disproportionately move into the 
quantum workforce in America; ensuring that this trend 
remains possible is essential to the current and future 
dynamism of America’s quantum creativity engine. 

Supply Chain 

Quantum hardware requires an increasingly diverse 
array of support technologies. On the materials side, 

this includes electro-optic and acousto-optic crys-
tals, high purity aluminum, and rare earth metals. 
Among assembled technologies, it includes lasers, 
optical modulators, single photon detectors, and 
cryogenic refrigerators. Many of these technologies 
are produced abroad, typically at a cost many times 
lower than that of US manufacturers. In some cases, 
no US alternatives are available. Because quantum 
technology remains largely in a research and devel-
opment phase, tariffs on these support technologies 
cannot be passed on to consumers, stifing the abil-
ity of quantum scientists and engineers to lead the 
way in developing them. 

Competition with China 

There is currently an active competition between the 
United States and China in quantum technologies. 
China is leading in overall investment, at around 
$15 billion,64 while the United States lags behind at 
around $8 billion ($4 billion of private investment 
plus $4 billion of public funding).65 

As of August 2025, the largest controlled system of 
neutral atoms was produced in China,66 as was the 
largest system of trapped ions.67 Similarly, Chinese 
demonstrations of ground-to-satellite quantum 
networking via the Micius satellite and a 700-fber 
ground-based communications network exceed (at 
least in terms of scale) anything yet attempted in 
the United States.68 In all of these cases, the tech-
niques have been pushed to their limits, leverag-
ing impressive integration of technologies beyond 
the traditional quantum ecosystem. Regardless 
of whether these technologies ultimately prove 
commercially useful, efforts to develop them have 
unquestionably contributed to further growth of 
the Chinese talent base in quantum science and 
technology. 

By contrast, the frst demonstrations of quantum 
logic in neutral atom arrays, superconducting circuits, 
and ion traps all originated from the United States. 
Most new approaches and technologies continue to 
emerge from the US academic ecosystem. DARPA 
programs in quantum computing, networking, and 
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sensing sharpen and focus these efforts, and a 
broad ecosystem of basic science funded through 
the National Science Foundation, US Department 
of Energy, and US Department of Defense support 
this innovation engine. Examples of US government 
funding for basic research in quantum science and 
technology include the National Quantum Initiative, 
which was signed into law in early 2019,69 and the 
Quantum Benchmarking Initiative, launched in 2024 
by DARPA.70 

Assuming that there is sustained support for basic 
research in quantum technologies, it seems likely 
that US innovation will continue to drive progress 
and that China will follow in ideas but lead in scaling. 
The gap, however, is closing, as China recruits more 
talent and grows its basic science portfolio. 
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