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Overview
Artificial intelligence (AI), a term coined by computer 
scientist and Stanford professor John McCarthy in 
1955, was originally defined as “the science and 
engineering of making intelligent machines.” In 
turn, intelligence might be defined as the ability to 
learn and perform suitable techniques to solve prob-
lems and achieve goals, appropriate to the context 
in an uncertain, ever-varying world.1 AI could be said 
to refer to a computer’s ability to display this type of 
intelligence.

The emphasis today in AI is on machines that can 
learn as well as humans can learn, or at least some-
what comparably so. However, because machines 
are not limited by the constraints of human biology, 
AI systems may be able to run at much higher speeds 
and digest larger volumes and types of information 
than are possible with human capabilities.

KEY TAKEAWAYS

° 	 Artificial intelligence (AI) is a foundational tech-
nology that is supercharging other scientific fields 
and, like electricity and the internet, has the 
potential to transform societies, economies, and 
politics worldwide.

° 	 Despite rapid progress in the past several years, 
even the most advanced AI still has many failure 
modes that are unpredictable, not widely appre-
ciated, not easily fixed, not explainable, and 
capable of leading to unintended consequences.

° 	 Mandatory governance regimes for AI, even 
those to stave off catastrophic risks, will face stiff 
opposition from AI researchers and companies, 
but voluntary regimes calling for self-governance 
are more likely to gain support. 
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productivity growth by 1.5 percent over a ten-year 
period if it is adopted widely.10 Private funding for 
generative AI start-ups surged to $25.2 billion in 
2023, a nearly ninefold increase from 2022, and 
accounted for around a quarter of all private invest-
ments related to AI in 2023.11

The question of what subfields are considered part 
of AI is a matter of ongoing debate, and the bound-
aries between these fields are often fluid. Some of 
the core subfields are the following:

° 	 Computer vision, enabling machines to recog-
nize and understand visual information from the 
world, convert it into digital data, and make deci-
sions based on these data

° 	 Machine learning (ML), enabling computers 
to perform tasks without explicit instructions, 
often by generalizing from patterns in data. This 
includes deep learning that relies on multilayered 
artificial neural networks — which process infor-
mation in a way inspired by the human brain — to 
model and understand complex relationships 
within data. 

° 	 Natural language processing, equipping machines 
with capabilities to understand, interpret, and 
produce spoken words and written texts

Most of today’s AI is based on ML, though it draws 
on other subfields as well. ML requires data and 
computing power — often called compute12 — and 
much of today’s AI research requires access to these 
on an enormous scale.

In October 2024, the Royal Swedish Academy of 
Sciences awarded the Nobel Prize in Physics for 
2024 to John Hopfield and Geoffrey Hinton for 
their work in applying tools and concepts from sta-
tistical mechanics to develop “foundational discov-
eries and inventions that enable machine learning 
with artificial neural networks”13 (further discussed 
below). Underscoring the importance of AI-based 
techniques in advancing science, it also awarded the 

Today, AI promises to be a fundamental enabler of 
technological advancement in many fields, arguably 
of comparable importance to electricity in an earlier 
era or the internet in more recent years. The science 
of computing, worldwide availability of networks, 
and civilization-scale data — all that collectively 
underlies the AI of today and tomorrow — are poised 
to have similar impact on technological progress in 
the future. Moreover, the users of AI will not be lim-
ited to those with specialized training; instead, the 
average person on the street will increasingly inter-
act directly with sophisticated AI applications for a 
multitude of everyday activities.

The global AI market was worth $196.63 billion in 
2023, with North America receiving 30.9 percent of 
total AI revenues.2 The Stanford Institute for Human-
Centered Artificial Intelligence (HAI) AI Index 2024 
Annual Report found that private investment in all AI 
start-ups totaled $95.99 billion in 2023, marking the 
second consecutive year of decline since a record 
high of over $120 billion in 2021.3 Amid a 42 per-
cent fall in overall global venture funding across all 
sectors in 2023,4 AI start-ups raised $42.5 billion in 
venture capital that year, marking only a 10 percent 
decrease5 from 2022.6 

Many tech companies are significantly ramping up 
investments in AI infrastructure, such as larger and 
more powerful computing clusters to meet the grow-
ing demand for AI capabilities. Companies such as 
Amazon and Meta have begun revamping their data 
centers,7 and BlackRock, Microsoft, and the technol-
ogy investor MGX, which is backed by the United Arab 
Emirates, announced in September 2024 the new 
Global AI Infrastructure Investment Partnership fund, 
which seeks to raise $30 billion in private equity cap-
ital to finance data centers and other projects that 
span the AI infrastructure ecosystem.8 The fund may 
ultimately invest up to $100 billion over time.9

One estimate forecasts that generative AI — which 
can create novel text, images, and audio output and 
is discussed in more detail later in this chapter —  
could raise global GDP by $7  trillion and raise 

Copyright © 2025 by the Board of Trustees of the Leland Stanford Junior University. All rights reserved.



2301 Artificial Intelligence

hardware components were likely also needed — 
suggests the overall hardware costs for GPT-4 were 
at least a few hundred million dollars. And the chips 
underlying this hardware are specialty chips often 
fabricated offshore.16 (Chapter 8 on semiconductors 
discusses this point at greater length.)

Lastly, AI models consume a lot of energy. Consider 
first the training phase: One estimate of the elec-
tricity required to train a foundation model such 
as GPT-4 pegs the figure at about fifty  million  
kilowatt-hours (kWh).17 The average American house-
hold uses about 11,000 kWh per year, meaning the 
energy needed to train GPT-4 was approximately 
the same as that used by 4,500 average homes  
in a year. Paying for this energy adds significant 
cost, even before a single person actually uses a 
model.

Then, once a model is up and running, the cost of 
energy used to power queries can add up fast. This 
is known as the inference phase. For ChatGPT, 
the energy used per query is around 0.002 of a 
kilowatt-hour, or 2 watt-hours.18 (For comparison, 
a single Google search requires about 0.3 watt-
hours,19 and an alkaline AAA battery contains about 
2 watt-hours of energy.) Given hundreds of millions 
of queries per day, the operating energy require-
ment of ChatGPT might be a few hundred thousand 
kilowatt-hours per day, at a cost of several tens of 
thousands of dollars. 

AI can automate a wide range of tasks. But it also 
has particular promise in augmenting human capa-
bilities and further enabling people to do what they 
are best at doing.20 AI systems can work alongside 
humans, complementing and assisting their work 
rather than replacing them. Some present-day 
examples are discussed below.

Healthcare

° 	 Medical diagnostics  An AI system that can pre-
dict and detect the onset of strokes qualified for 
Medicare reimbursement in 2020.21

Nobel Prize in Chemistry for 2024 to Demis Hassabis 
and John M. Jumper for AI-based protein structure 
prediction,14 an important and long-standing prob-
lem in biology and chemistry involving the predic-
tion of the three-dimensional shape a protein would 
assume given only the DNA sequence associated 
with it.

Machine learning also requires large amounts of 
data from which it can learn. These data can take 
various forms, including text, images, videos, sensor 
readings, and more. Learning from these data is 
called training the AI model.

The quality and quantity of data play a crucial role 
in determining the performance and capabilities 
of AI systems. Without sufficient and high-quality 
data, models may generate inaccurate or biased 
outcomes. (Roughly speaking, a traditional ML 
model is developed to solve a particular problem —  
different problems call for different models; for prob-
lems sufficiently different from each other, entirely 
new models need to be developed. Foundation 
models, discussed below, break this tradition to 
some extent.) Research continues on how to train 
systems incrementally, starting from existing models 
and using a much smaller amount of specially curated 
data to refine those models’ performance for special-
ized purposes.

For a sense of scale, estimates of the data required 
to train GPT-4, OpenAI’s large language model 
(LLM) released in March 2023 and the base on which 
some versions of ChatGPT were built, suggest that 
its training database consisted of the textual equiv-
alent of around 100 million books, or about 10 tril-
lion words, drawn from billions of web pages and 
scanned books. (LLMs are discussed further below.) 
The hardware requirements for computing power 
are also substantial. The costs to compute the training  
of GPT-4, for example, were enormous. Reports indi-
cate that the training took about twenty-five thousand 
Nvidia A100 GPU deep-learning chips — at a cost 
of $10,000 each — running for about one hundred 
days.15 Doing the math — and noting that other 
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° 	 Autonomous trucking  Multiple companies col-
laborated in a consortium that arranged for trucks 
carrying tires to drive autonomously for over 
fifty thousand long-haul trucking miles in the 
period from January to August 2024.28 If this and 
other demonstrations continue to be successful, 
it is possible that long-haul drives — the most 
boring and time-consuming aspect of a truck 
driver’s job — can be automated; at the same time, 
aspects of such jobs requiring human-centered 
interactions, including navigating the first miles 
out of the factory and the last miles of delivering 
goods to customers, could be retained.

Law

° 	 Legal transcription  AI enables the real-time 
transcription of legal proceedings and client 
meetings with reasonably high accuracy, and 
some of these services are free of charge.29

° 	 Legal review  AI-based systems can reduce 
the time lawyers spend on contract review by as 
much as 60  percent. Further, such systems can 
enable lawyers to search case databases more 
rapidly than online human searches — and even 
write case summaries.30

Key Developments
Foundation Models

Foundation models dominated the conversation 
about AI in both 2023 and 2024. These models 
are large-scale systems trained on vast amounts 
of diverse data that can handle a variety of tasks.31 
They often contain billions or trillions of parame-
ters,32 and their massive size allows them to capture 
more complex patterns and relationships. Trained 
on these datasets, foundation models can develop 
broad capabilities33 and are thus sometimes called 
general-purpose models. They excel at transfer 

° 	 Drug discovery  An AI-enabled search iden-
tified a compound that inhibits the growth of a 
bacterium responsible for many drug-resistant 
infections, such as pneumonia and meningitis, by 
sifting through a library of seven thousand poten-
tial drug compounds for an appropriate chemical 
structure.22

° 	 Patient safety  Smart AI sensors and cameras 
can improve patient safety in intensive care units, 
operating rooms, and even at home by improv-
ing healthcare providers’ and caregivers’ ability 
to monitor and react to patient health develop-
ments, including falls and injuries.23

° 	 Robotic assistants  Mobile robots using AI can 
carry out healthcare-related tasks such as making 
specialized deliveries, disinfecting hospital wards, 
and assisting physical therapists, thus supporting 
nurses and enabling them to spend more time 
having face-to-face human interactions.24

Agriculture

° 	 Production optimization  AI-enabled computer 
vision helps some salmon farmers pick out fish 
that are the right size to keep, thus off-loading 
the labor-intensive task of sorting them.25

° 	 Crop management  Some farmers are using AI 
to detect and destroy weeds in a targeted manner, 
significantly decreasing environmental harm by 
using herbicides only on undesired vegetation 
rather than entire fields, in some cases reducing 
herbicide use by as much as 90 percent.26

Logistics and Transportation

° 	 Resource allocation  AI enables some commer-
cial shipping companies to predict ship arrivals 
five days into the future with high accuracy, thus 
allowing real-time allocations of personnel and 
schedule adjustments.27
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medical advice, and they outscore the median 
human performance on clinical examination in obstet-
rics and gynecology,34 on standardized tests of 
divergent thinking,35 and on other standardized tests 
such as the LSAT, sections of the GRE, and various 
AP exams.36 However, models do not necessarily 
excel at the actual tasks or skills that these tests are 
trying to capture and, as discussed below, still pro-
duce errors and fail in all sorts of other ways, many 
of them unexpected.

Well-known closed-source LLMs include OpenAI’s 
GPT models (e.g., GPT-3, GPT-3.5, and GPT-4), 
Anthropic’s Claude, and Google’s Gemini. Well-
known open-source LLMs include Meta’s Llama, Big
Science’s BLOOM, EleutherAI’s GPT-J, and Google’s 
BERT and T5.

Specialized foundation models have also been 
developed in other modalities such as audio, video, 
and images:

° 	 Foundation models for images are able to gen-
erate new images based on a user’s text input. 
Novel methods for handling images, combined 
with using very large collections of pictures and 
text for training, have led to models that can turn 
written descriptions into images that are quickly 
becoming comparable to — and sometimes indis-
tinguishable from — real-life photographs and 
artwork created by humans. Examples include 
OpenAI’s DALL-E 3, the open-source Stable 
Diffusion, Google’s Imagen, Adobe Firefly, and 
Meta’s Make-A-Scene.

° 	 An example of a foundation model for audio 
is UniAudio, which handles all audio types and 
employs predictive algorithms to generate 
high-quality speech, sound, and music, sur-
passing leading methods in tasks such as text 
to speech, speech enhancement, and voice 
conversion.

° 	 Foundation models in video such as Meta’s Emu 
Video represent a significant advancement in 

learning — applying knowledge learned in one con-
text to another — making them more flexible and effi-
cient than traditional task-specific models. A single 
foundation model is often fine-tuned for various 
tasks, reducing the need to train separate models 
from scratch. 

These models are generally classified as closed 
source or open source. A closed-source model is 
a proprietary one developed and maintained by 
a specific organization, usually a for-profit com-
pany, with its source code, data, and architecture 
kept confidential. Access to these models is typi-
cally restricted through technically enforced usage 
permissions, such as application programming 
interfaces, allowing the developers to control the 
model’s distribution, usage, and updates. By con-
trast, an open-source model is one whose code, 
data, and underlying architecture are publicly acces-
sible, allowing anyone to use, modify, and distribute 
it freely. 

The most familiar type of foundation model is an 
LLM — a system trained on very large volumes of 
textual content. LLMs are an example of generative 
AI, a type of AI that can produce new material based 
on how it has been trained and the inputs it is given. 
Models trained on text can generate new text based 
on a statistical analysis that makes predictions about 
what other words are likely to be found immediately 
after the occurrence of certain words. 

These models do not think or feel like humans do, 
even though their responses may make it seem like 
they do. Instead, LLMs use statistical analysis based 
on training data. For example, because the word 
sequence “thank you” is far more likely to occur than 
“thank zebras,” a person’s query to an LLM asking it 
to draft a thank-you note to a colleague is unlikely to 
generate the response “thank zebras.”

These models generate linguistic output surpris-
ingly similar to that of humans across a wide range 
of subjects. For example, LLMs can generate useful 
computer code, poetry, legal case summaries, and 
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to various formats and learner types, improving 
engagement and comprehension. When integrated 
with virtual and augmented reality, it can create 
immersive, highly realistic training environments that 
are particularly valuable in fields like healthcare. The 
advent of multimodal AI is also set to further trans-
form human-computer interactions, enabling more 
intuitive communication and expanding the range of 
tasks that AI systems can handle. 

Embodied AI

Embodied AI involves integrating AI systems into 
robots or other physical devices. This approach aims 
to bridge the gap between the digital and physical 
realms. Embodied AI has the potential to enhance 
robotic capabilities and expand the range of inter-
actions robots have with the physical world. These 
robot-plus-AI systems could potentially address 
knowledge tasks, physical tasks, or combinations 
of both. (This topic is explored further in chapter 7 
on robotics.) As research progresses in AI autonomy 
and reasoning, embodied AI systems may be able to 
handle increasingly complex tasks with greater inde-
pendence. This could lead to applications in various 
fields such as logistics and domestic assistance.

video generation. Emu first generates an image 
from text input and then creates a video based 
on both the text and the generated image. Emu 
Video has demonstrated superior performance 
over previous state-of-the-art methods in terms 
of image quality, faithfulness to text instructions, 
and evaluations from humans. 

Multimodal Models

AI systems that incorporate multiple modalities — text, 
images, and sound — within single models are 
becoming increasingly popular. This multimodal 
approach, shown in figure 1.1, aims to create more 
humanlike experiences by leveraging various senses 
such as sight, speech, and hearing to mirror how 
humans interact with the world. 

Multimodal AI systems have diverse applications 
across sectors. They can enhance accessibility for 
people with disabilities through real-time transcrip-
tion, sign language translation, and detailed image 
descriptions. They can also eliminate language 
barriers via cost-effective, near-real-time transla-
tion services. In education, multimodal AI can sup-
port personalized learning by adapting content 

Single-modal AI model

ProcessInput Output

AIText Text

Multimodal AI model

Process

Input Output

Text

AIImage

Sound

Text
Images
Sounds

FIGURE 1.1  Multimodal AI systems can transform one type of input into a different type of output
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A National AI Research Resource

LLMs such as GPT-4, Claude, Gemini, and Llama 
can be developed only by large companies with the 
resources to build and operate very large data and 
compute centers. For a sense of scale, Princeton 
University announced in March 2024 that it would dip 
into its endowment to purchase 300 advanced Nvidia 
chips to use for research at a total estimated cost 
of about $9 million.40 By contrast, Meta announced 
at the start of 2024 that it intended to purchase 
350,000 such chips by the end of the year41 — over 
one thousand times as many chips as Princeton and 
with a likely price tag of nearly $10 billion. 

Traditionally, academics and others in civil society 
have undertaken research to understand the poten-
tial societal ramifications of AI, but with large com-
panies controlling access to these AI systems, they 
can no longer do so independently. In July 2023, a 
bipartisan bill (S.2714, the CREATE AI Act of 2023)42 
was proposed to establish the National Artificial 
Intelligence Research Resource (NAIRR) as a shared 
national research infrastructure that would provide 
civil society researchers greater access to the com-
plex resources, data, and tools needed to support 
research on safe and trustworthy AI. The bill’s text did 
not mention funding levels, but the final NAIRR task 
force report, released in January 2023, indicated that 
NAIRR should be funded at a level of $2.6 billion over 
its initial six-year span.43 In January 2024, the National 
Science Foundation established the NAIRR pilot to 
establish proof of concept for the full-scale NAIRR. 

Existential Concerns About AI

LLMs have generated considerable attention because 
of their apparent sophistication. Indeed, their capa-
bilities have led some to suggest that they are the 
initial sparks of artificial general intelligence (AGI).37 
AGI is AI that is capable of performing any intellec-
tual task that a human can perform, including learn-
ing. But, according to this argument, because an 
electronic AGI would run on electronic circuits rather 
than biological ones, it is likely to learn much faster 
than biological human intelligences — rapidly out-
stripping their capabilities.

The belief in some quarters that AGI will soon be 
achieved has led to substantial debate about its 
risks. Scholars have continued to argue over the past 
year about whether current models present initial 
sparks of AGI,38 although there hasn’t been substan-
tial evidence presented that proves they possess 
such capabilities.

Others suggest that focusing on low-probability 
doomsday scenarios distracts from the real and imme-
diate risks AI poses today.39 Instead, society should 
be prioritizing efforts to address the harms that AI 
systems are already causing, like biased decision- 
making, hallucinations (error-ridden responses that 
appear to provide accurate information), and job 
displacement. Those who support this view argue 
that these problems are the ones on which govern-
ments and regulators should be concentrating their 
efforts.

The advent of multimodal AI is . . . set to further  
transform human-computer interactions, enabling  

more intuitive communication and expanding the  
range of tasks that AI systems can handle.
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always relevant, but in certain cases, such as medical 
decision-making, they may be critical so that users 
can have confidence in an AI system’s output.

Bias and fairness  Because ML models are trained 
on existing datasets, they are likely to encode any 
biases present in these datasets. (Bias should be 
understood here as a property of the data that is 
commonly regarded as societally undesirable.) For 
example, if a facial recognition system is primarily 
trained on images of individuals from one ethnic 
group, its accuracy at identifying people from other 
ethnic groups may be reduced.45 Use of such a system 
could well lead to disproportionate singling out of 
individuals in those other groups. To the extent that 
these datasets reflect historical approaches, they will 
also reflect the biases embedded in that history, and 
an ML model based on such datasets will also reflect 
these biases. 

Vulnerability to spoofing  It is possible to tweak 
data inputs to fool many AI models into drawing 
false conclusions. For example, in figure 1.2, chang-
ing a small number of pixels in a visual image of a 
traffic stop sign can lead to its being classified as 

As a point of comparison to the fledgling NAIRR 
effort, investments from high-tech companies for AI 
exceeded $27 billion in 2023 alone.44

Over the Horizon
Impact of New AI Technologies

Potential positive impacts of new AI technologies 
are most likely to be seen in the applications they 
enable for societal use, as described in detail above. 
On the other hand, no technology is an unalloyed 
good. Potential negative impacts from AI will likely 
emerge from known problems with current state-of-
the-art AI and from technical advances in the future. 
Some of the known issues with today’s leading AI 
models include the following:

Explainability  This is the ability to explain the rea-
soning behind — and describe the data underlying —  
an AI system’s conclusions. Today’s AI is largely 
incapable of explaining the basis on which it arrives 
at any particular conclusion. Explanations are not 

Change a few
pixels

New AI classi�cation:
“yield”

Original AI classi�cation:
”stop”

Source: Derived from figure 1 in Fabio Carrara, Fabrizio Falchi, Giuseppe Amato, Rudy Becarelli, and Roberto 
Caldelli, “Detecting Adversarial Inputs by Looking in the Black Box,” in “Transparency in Algorithmic Decision  
Making,” special issue, ERCIM News 116 (January 2019): 16–19.

FIGURE 1.2  Changing a few pixels can fool AI into thinking a picture of a stop 
sign is a picture of a yield sign
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election by buying votes.47 In January 2024, voters in 
New Hampshire received robocalls that used a voice 
sounding like President Biden’s telling them not to 
vote in the state’s presidential primary.48 In elections 
in India in early 2024, deepfake videos were used 
to depict deceased politicians as though they were 
still alive (see figure 1.3).49 All of these deepfakes are 
much more sophisticated than attempts such as the 
“dumbfake” video of Representative Nancy Pelosi 
(D-CA) that involved merely slowing down an exist-
ing video of her to make her look drunk.50

Privacy  Many LLMs are trained on data found 
on the internet rather indiscriminately, and such 
data may include personal information of individu-
als. When incorporated into LLMs, this information 
could be publicly disclosed more often.

Overtrust and overreliance  If AI systems become 
commonplace in society, their novelty will inevitably 
diminish for users. The level of trust in computer out-
puts often increases with familiarity. But skepticism 
about answers received from a system is essential if 
one is to challenge the correctness of these outputs. 
As trust in AI grows, reducing skepticism, there’s a 

a yield sign, even though this fuzzing of the image 
is invisible to the naked eye. That example seems 
innocuous, but as AI models are used increasingly 
in applications from medical treatment to intelli-
gence and military operations, the potential harms 
could be substantial. It is also possible that an attack 
targeting one AI model could work against other 
models performing the same task — a phenomenon 
known as transferability. One study reports that as 
often as 80 percent of the time, transferability allows 
attackers to create an attack on a surrogate model 
and then apply it to their intended target, too.46 

Data poisoning  An attacker manipulating the 
dataset used to train an ML model can damage its 
performance and even create predictable errors.

Deepfakes  AI provides the capability for gener-
ating highly realistic but entirely inauthentic audio 
and video imagery. This has obvious implications for 
evidence presented in courtrooms and for efforts to 
manipulate political contests. In September 2023, just 
before elections took place in Slovakia, a deepfake 
audio was posted to Facebook in which a candidate 
was heard discussing with a journalist how to rig the 

Photo from the late Indian Congress leader
H. Vasanthakumar‘s funeral in 2020

Screenshot from a deepfake video of
H. Vasanthakumar endorsing his son‘s

parliamentary candidacy in 2024

Source: (Left) PTI Photo / R. Senthil Kumar; (right) “H Vasantha Kumar,” posted April 16, 2024, by Vasanth TV, YouTube, https://
www.youtube.com/watch?v=98_K-Ag7p2M

FIGURE 1.3  Deepfake videos of deceased Indian politicians speaking as if they were alive were used 
in India’s 2024 elections
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and metadata in building and offering the prod-
ucts Stable Diffusion (an application that generates 
images from text) and DreamStudio (the app that 
serves as a user interface to Stable Diffusion).52 In 
late 2023, the New York Times sued OpenAI and 
Microsoft over their alleged use of millions of arti-
cles published by the Times to train the companies’ 
LLMs.53 In June 2024, music labels Sony Music, 
Universal Music Group, and Warner Records sued 
AI start-ups Suno and Udio for copyright infringe-
ment, alleging that the companies had trained their 
music-generation systems on protected content.54

AI researchers are cognizant of issues such as these, 
and in many cases work has been done — or is being 
done — to develop corrective measures. However, 
in most cases, these defenses don’t apply very well 
to instances beyond the specific problems that they 
were designed to solve.

Challenges of Innovation and 
Implementation 

The primary challenge of bringing AI innovation into 
operation is risk management. It is often said that 
AI, and especially ML, brings a new conceptual par-
adigm for how systems can exploit information to 
gain advantage, relying on pattern recognition in the 
broadest sense rather than on explicit understand-
ing of situations that are likely to occur. Because 
there have been significant recent advances in AI, 
the people who would make decisions to deploy 
AI-based systems may not have a good under-
standing of the risks that could accompany such 
deployment.

Consider, for example, AI as an important approach 
for improving the effectiveness of military oper-
ations. Despite broad agreement by the military 
services and the US Department of Defense (DOD) 
that AI would be of great benefit, the actual inte-
gration of AI-enabled capabilities into military forces 
has proceeded at a slow pace. Certainly, it is well 
understood that technical risks of underperformance 
and error in new technologies take time to mitigate. 

higher risk that errors, mishaps, and unforeseen inci-
dents will be overlooked. One recent experiment 
showed that developers with access to an AI-based 
coding assistant wrote code that was significantly less 
secure than those without an AI-based assistant —  
even though the former were more likely to believe 
they had written secure code.51

Hallucinations  As noted earlier, AI hallucina-
tions refer to situations where an AI model gen-
erates results or answers that are plausible but do 
not correspond to reality. In other words, models 
can simply make things up, but human users will 
not be aware they have done this. The results are 
plausible because they are constructed based on 
statistical patterns that the model has learned to 
recognize from its training data. But they may not 
correspond to reality because the model does not 
have an understanding of the real world. For exam-
ple, in September 2024, a Stanford professor asked 
an AI model to name ten publications she had writ-
ten. The AI responded with five correct publications 
and five that she had never actually written — but the 
AI results included titles and summaries that made 
them seem real. When she told the model that “the 
last two entries are hallucinations,” it simply pro-
vided two new results that were also hallucinations.

Out-of-distribution inputs  All ML systems must 
be trained on a large volume of data. If the inputs 
subsequently given to a system are substantially 
different from the training data — a situation known 
as being out-of-distribution — the system may draw 
conclusions that are more unreliable than if the 
inputs were similar to the training data. 

Copyright violations  Some AI-based models have 
been trained on large volumes of data found online. 
These data have generally been used without the 
consent or permission of their owners, thereby raising 
important questions about appropriately compen-
sating and acknowledging those owners. For exam-
ple, in January 2023, Getty Images sued Stability AI 
in an English court for infringing on the copyrights of 
millions of photographs, their associated captions, 
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the humans it replaces.58 In at least some cases, 
companies are deciding that the cost savings of 
eliminating human workers outweigh the draw-
backs of mediocre AI performance.

° 	 Training displaced workers to be more compet-
itive in an AI-enabled economy does not solve 
the problem if new jobs are not available. The 
nature and extent of new roles resulting from 
widespread AI deployment are not clear at this 
point, although historically the introduction of 
new technologies has not resulted in a long-term 
net loss of jobs.59

GOVERNANCE AND REGULATION OF AI
Governments around the world have been increas-
ingly focused on establishing regulations and guide-
lines for AI. Research on foundational AI technologies 
is difficult to regulate across international bound-
aries even among like-minded nations, especially 
when other nations have strong incentives to carry 
on regardless of actions taken by US policymakers. It 
is even more difficult, and may well be impossible, to 
reach agreement between nations that regard each 
other as strategic competitors and adversaries. The 
same applies to voluntary restrictions on research 
by companies concerned about competition from 
less constrained foreign rivals. Regulation of specific 
applications of AI may be more easily implemented, 
in part because of existing regulatory frameworks in 
domains such as healthcare, finance, and law. 

The most ambitious attempt to regulate AI came 
into force in August 2024 with the European Union’s 
AI Act. This forbids certain applications of AI, such 
as individual predictive policing based solely on a 
person’s data profile or tracking of their emotional 
state in the workplace and educational institutions, 
unless for medical or safety reasons.60 Additionally, 
it imposes a number of requirements on what the 
AI Act calls “high-risk” systems. (The legislation pro-
vides a very technical definition of such systems, but 
generally they include those that could pose a sig-
nificant risk to health, safety, or fundamental rights.) 

But another important reason for the slow pace is 
that the DOD acquisition system has largely been 
designed to minimize the likelihood of program-
matic failure, fraud, unfairness, waste, and abuse — in 
short, to minimize risk. It is therefore not surprising 
that the incentives at every level of the bureaucracy 
are aligned in that manner. For new approaches like 
AI to take root, a greater degree of programmatic 
risk acceptance may be necessary, especially in light 
of the possibility that other nations could adopt the 
technology faster, achieving military advantages 
over US forces.

Policy, Legal, and Regulatory Issues

THE FUTURE OF WORK
Some researchers expect that, within the next five 
to ten years, more and more workers will have AI 
added to their workflows to enhance productivity 
or will even be replaced by AI systems, which may 
cause significant disruptions to the job market in the 
near future.55 LLMs have already demonstrated how 
they can be used in a wide variety of fields, includ-
ing law, customer support, coding, and journalism. 
These demonstrations have led to concerns that 
the impact of AI on employment will be substan-
tial, especially on jobs that involve knowledge work. 
However, uncertainty abounds. What and how many 
present-day jobs will disappear? Which tasks could 
best be handled by AI? And what new jobs might be 
created by the technology today and in the future?

Some broad outlines and trends are clear: 

° 	 Individuals whose jobs entail routine white-collar 
work may be more affected than those whose 
jobs require physical labor; some will experience 
painful shifts in the short term.56

° 	 AI is helping some workers to increase their pro-
ductivity and job satisfaction.57 At the same time, 
other workers are already losing their jobs as AI 
demonstrates adequate competence for business 
operations, despite potentially underperforming 

Copyright © 2025 by the Board of Trustees of the Leland Stanford Junior University. All rights reserved.



32 STANFORD EMERGING TECHNOLOGY REVIEW

in September 2024. The act sought to hold the cre-
ators of advanced AI models liable in civil court for 
causing catastrophic harms unless they had taken 
certain advance measures to forestall such an out-
come. Opposition to the bill was based on con-
cerns about a technologically deficient definition of 
advanced AI models, the burden that the bill would 
place on small start-ups and academia, and the 
unfairness of holding model developers responsible 
for harmful applications that others build using the 
developers’ models.

Other important developments regarding AI gov-
ernance include the AI Safety Summit, held on 
November 1–2, 2023, at Bletchley Park in the United 
Kingdom,62 which issued the Bletchley Declaration, 
and the AI Seoul Summit of May 2024. In the Bletchley 
Declaration, the European Union and twenty-eight 
nations collectively endorsed international coopera-
tion to manage risks associated with highly capable 
general-purpose AI models. Signatories commit-
ted to ensuring that AI systems are developed and 
deployed safely and responsibly. The summit also 
led to the establishment of the United Kingdom’s 
AI Safety Institute and the US Artificial Intelligence 
Safety Institute, located within the National Institute 
of Standards and Technology.

The Seoul Declaration from the AI Seoul Summit 
2024 built on the Bletchley Declaration to acknowl-
edge the importance of interoperability between 
national AI governance frameworks to maximize 
benefits and minimize risks from advanced AI sys-
tems. In addition, sixteen major AI organizations 

These requirements address data quality, documen-
tation and traceability, transparency and explainabil-
ity, human oversight, accuracy, cybersecurity, and 
robustness.

In the United States, the president’s Executive Order 
on the Safe, Secure, and Trustworthy Development 
and Use of Artificial Intelligence was issued on 
October 30, 2023.61 The order addressed actions to 
advance AI safety and security; privacy; equity and 
civil rights; consumer, patient, student, and worker 
interests; the promotion of innovation and com-
petition, as well as American leadership; and gov-
ernment use of AI. Of particular note is the order’s 
requirement that developers of advanced AI systems 
posing a serious risk to national security, national eco-
nomic security, or national public health and safety 
inform the US government when training them and 
share with it all results from internal safety testing 
conducted by red teams. (A red team is a team of 
experts that attempts to subvert or break the system 
it is asked to test. It then reports its findings to the 
owner of the system so that the owner can take cor-
rective action.) The order also requires government 
actions to develop guidance to help protect against 
the use of AI to develop biological threats and to 
advance the use of AI to protect against cyberse-
curity threats, to help detect AI-generated content, 
and to authenticate official content.

At the state level in the United States, an attempt 
to pass an AI regulatory bill in California (SB 1047, 
the Safe and Secure Innovation for Frontier Artificial 
Intelligence Models Act) was vetoed by the governor 

The resources needed to train GPT-4 far exceed those 
available through grants or any other sources to any 
reasonably sized group of the top US research universities.
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of weapons or in making decisions about the use 
of deadly force. Notably, in late 2023, press reports 
indicated that President Biden and Chinese President 
Xi Jinping had considered entering into a dialogue 
about AI in nuclear command and control, but such 
an arrangement was never formalized.66 

TALENT
The United States is eating its seed corn with respect 
to the AI talent pool. As noted in the Foreword, fac-
ulty at Stanford and other universities report that the 
number of students studying in AI who are joining 
the industry, particularly start-ups, is increasing at 
the expense of those pursuing academic careers and 
contributing to foundational AI research. 

Many factors are contributing to this trend. One 
is that industry careers come with compensation 
packages that far outstrip those offered by aca-
demia. Academic researchers must also obtain 
funding to pay for research equipment, computing 
capability, and personnel like staff scientists, tech-
nicians, and programmers. This involves searching 
for government grants, which are typically small 
compared to what large companies might be will-
ing to invest in their own researchers. Consider, for 
example, that the resources needed to build and 
train GPT-4 far exceed those available through 
grants or any other sources to any reasonably sized 
group of the top US research universities, let alone 
any single university.

Industry often makes decisions more rapidly than 
government grant makers and imposes fewer reg-
ulations on the conduct of research. Large com-
panies are at an advantage because they have 
research-supporting infrastructure in place, such as 
compute facilities and data warehouses.

One important consequence is that academic access 
to research infrastructure is limited, so US-based stu-
dents are unable to train on state-of-the-art systems —  
at least this is the case if their universities do not 
have access to the facilities of the corporate sector. 

agreed on the Frontier AI Safety Commitments, a 
set of voluntary guidelines regarding the publication 
of safety frameworks for frontier AI models and the 
setting of thresholds for intolerable risks, among 
other things. 

NATIONAL SECURITY
AI is expected to have a profound impact on mil-
itaries worldwide.63 Weapons systems, command 
and control, logistics, acquisition, and training will 
all seek to leverage multiple AI technologies to 
operate more effectively and efficiently, at lower 
cost and with less risk to friendly forces. Trying 
to overcome decades of institutional inertia, the 
DOD is dedicating billions of dollars to institutional 
reforms and research advances aimed at integrat-
ing AI into its warfighting and war preparation 
strategies. Senior military officials recognize that 
failure to adapt to the emerging opportunities and 
challenges presented by AI would pose significant 
national security risks, particularly considering that 
both Russia and China are heavily investing in AI 
capabilities.

In adopting a set of guiding principles that address 
responsibility, equity, traceability, reliability, and 
governability in and for AI,64 the DOD has taken 
an important first step in meeting its obligation to 
proceed ethically with the development of AI capa-
bilities; eventually, these principles will have to be 
operationalized in specific use cases. An additional 
important concern, subsumed under these principles 
but worth calling out, is determining where the use 
of AI may or may not be appropriate — for example, 
whether AI is appropriate in nuclear command and 
control. The United States, the United Kingdom, and 
France have made explicit commitments to maintain 
human control over nuclear weapons.65 

Meanwhile, other countries are also adopting AI, 
and nations such as Russia and China are unlikely 
to make the same operational and ethical decisions 
as Western countries about the appropriate roles 
of AI vis-à-vis humans in controlling the operation 
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Figure 1.4 shows that most notable ML systems are 
now released by industry, while very few are released 
by academic institutions.

At the same time, China’s efforts to recruit top sci-
entific talent offer further temptations for scientists 
to leave the United States. These efforts are often 
targeted toward ethnic Chinese in the US — ranging  
from well-established researchers to those just fin-
ishing graduate degrees — and offer recruitment 
packages that promise benefits comparable to those 
available from private industry, such as high salaries, 
lavish research funding, and apparent freedom from 
bureaucracy. 

All of these factors are leading to an AI “brain drain” 
that does not favor the US research enterprise. 
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