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to various formats and learner types, improving 
engagement and comprehension. When integrated 
with virtual and augmented reality, it can create 
immersive, highly realistic training environments that 
are particularly valuable in fields like healthcare. The 
advent of multimodal AI is also set to further trans-
form human-computer interactions, enabling more 
intuitive communication and expanding the range of 
tasks that AI systems can handle. 

Embodied AI

Embodied AI involves integrating AI systems into 
robots or other physical devices. This approach aims 
to bridge the gap between the digital and physical 
realms. Embodied AI has the potential to enhance 
robotic capabilities and expand the range of inter-
actions robots have with the physical world. These 
robot-plus-AI systems could potentially address 
knowledge tasks, physical tasks, or combinations 
of both. (This topic is explored further in chapter 7 
on robotics.) As research progresses in AI autonomy 
and reasoning, embodied AI systems may be able to 
handle increasingly complex tasks with greater inde-
pendence. This could lead to applications in various 
fields such as logistics and domestic assistance.

video generation. Emu first generates an image 
from text input and then creates a video based 
on both the text and the generated image. Emu 
Video has demonstrated superior performance 
over previous state-of-the-art methods in terms 
of image quality, faithfulness to text instructions, 
and evaluations from humans. 

Multimodal Models

AI systems that incorporate multiple modalities — text, 
images, and sound — within single models are 
becoming increasingly popular. This multimodal 
approach, shown in figure 1.1, aims to create more 
humanlike experiences by leveraging various senses 
such as sight, speech, and hearing to mirror how 
humans interact with the world. 

Multimodal AI systems have diverse applications 
across sectors. They can enhance accessibility for 
people with disabilities through real-time transcrip-
tion, sign language translation, and detailed image 
descriptions. They can also eliminate language 
barriers via cost-effective, near-real-time transla-
tion services. In education, multimodal AI can sup-
port personalized learning by adapting content 

Single-modal AI model
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FIGURE 1.1  Multimodal AI systems can transform one type of input into a different type of output
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A National AI Research Resource

LLMs such as GPT-4, Claude, Gemini, and Llama 
can be developed only by large companies with the 
resources to build and operate very large data and 
compute centers. For a sense of scale, Princeton 
University announced in March 2024 that it would dip 
into its endowment to purchase 300 advanced Nvidia 
chips to use for research at a total estimated cost 
of about $9 million.40 By contrast, Meta announced 
at the start of 2024 that it intended to purchase 
350,000 such chips by the end of the year41 — over 
one thousand times as many chips as Princeton and 
with a likely price tag of nearly $10 billion. 

Traditionally, academics and others in civil society 
have undertaken research to understand the poten-
tial societal ramifications of AI, but with large com-
panies controlling access to these AI systems, they 
can no longer do so independently. In July 2023, a 
bipartisan bill (S.2714, the CREATE AI Act of 2023)42 
was proposed to establish the National Artificial 
Intelligence Research Resource (NAIRR) as a shared 
national research infrastructure that would provide 
civil society researchers greater access to the com-
plex resources, data, and tools needed to support 
research on safe and trustworthy AI. The bill’s text did 
not mention funding levels, but the final NAIRR task 
force report, released in January 2023, indicated that 
NAIRR should be funded at a level of $2.6 billion over 
its initial six-year span.43 In January 2024, the National 
Science Foundation established the NAIRR pilot to 
establish proof of concept for the full-scale NAIRR. 

Existential Concerns About AI

LLMs have generated considerable attention because 
of their apparent sophistication. Indeed, their capa-
bilities have led some to suggest that they are the 
initial sparks of artificial general intelligence (AGI).37 
AGI is AI that is capable of performing any intellec-
tual task that a human can perform, including learn-
ing. But, according to this argument, because an 
electronic AGI would run on electronic circuits rather 
than biological ones, it is likely to learn much faster 
than biological human intelligences — rapidly out-
stripping their capabilities.

The belief in some quarters that AGI will soon be 
achieved has led to substantial debate about its 
risks. Scholars have continued to argue over the past 
year about whether current models present initial 
sparks of AGI,38 although there hasn’t been substan-
tial evidence presented that proves they possess 
such capabilities.

Others suggest that focusing on low-probability 
doomsday scenarios distracts from the real and imme-
diate risks AI poses today.39 Instead, society should 
be prioritizing efforts to address the harms that AI 
systems are already causing, like biased decision- 
making, hallucinations (error-ridden responses that 
appear to provide accurate information), and job 
displacement. Those who support this view argue 
that these problems are the ones on which govern-
ments and regulators should be concentrating their 
efforts.

The advent of multimodal AI is . . . set to further  
transform human-computer interactions, enabling  

more intuitive communication and expanding the  
range of tasks that AI systems can handle.
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always relevant, but in certain cases, such as medical 
decision-making, they may be critical so that users 
can have confidence in an AI system’s output.

Bias and fairness  Because ML models are trained 
on existing datasets, they are likely to encode any 
biases present in these datasets. (Bias should be 
understood here as a property of the data that is 
commonly regarded as societally undesirable.) For 
example, if a facial recognition system is primarily 
trained on images of individuals from one ethnic 
group, its accuracy at identifying people from other 
ethnic groups may be reduced.45 Use of such a system 
could well lead to disproportionate singling out of 
individuals in those other groups. To the extent that 
these datasets reflect historical approaches, they will 
also reflect the biases embedded in that history, and 
an ML model based on such datasets will also reflect 
these biases. 

Vulnerability to spoofing  It is possible to tweak 
data inputs to fool many AI models into drawing 
false conclusions. For example, in figure 1.2, chang-
ing a small number of pixels in a visual image of a 
traffic stop sign can lead to its being classified as 

As a point of comparison to the fledgling NAIRR 
effort, investments from high-tech companies for AI 
exceeded $27 billion in 2023 alone.44

Over the Horizon
Impact of New AI Technologies

Potential positive impacts of new AI technologies 
are most likely to be seen in the applications they 
enable for societal use, as described in detail above. 
On the other hand, no technology is an unalloyed 
good. Potential negative impacts from AI will likely 
emerge from known problems with current state-of-
the-art AI and from technical advances in the future. 
Some of the known issues with today’s leading AI 
models include the following:

Explainability  This is the ability to explain the rea-
soning behind — and describe the data underlying —  
an AI system’s conclusions. Today’s AI is largely 
incapable of explaining the basis on which it arrives 
at any particular conclusion. Explanations are not 

Change a few
pixels

New AI classi�cation:
“yield”

Original AI classi�cation:
”stop”

Source: Derived from figure 1 in Fabio Carrara, Fabrizio Falchi, Giuseppe Amato, Rudy Becarelli, and Roberto 
Caldelli, “Detecting Adversarial Inputs by Looking in the Black Box,” in “Transparency in Algorithmic Decision  
Making,” special issue, ERCIM News 116 (January 2019): 16–19.

FIGURE 1.2  Changing a few pixels can fool AI into thinking a picture of a stop 
sign is a picture of a yield sign

https://ercim-news.ercim.eu/images/stories/EN116/EN116-web.pdf
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election by buying votes.47 In January 2024, voters in 
New Hampshire received robocalls that used a voice 
sounding like President Biden’s telling them not to 
vote in the state’s presidential primary.48 In elections 
in India in early 2024, deepfake videos were used 
to depict deceased politicians as though they were 
still alive (see figure 1.3).49 All of these deepfakes are 
much more sophisticated than attempts such as the 
“dumbfake” video of Representative Nancy Pelosi 
(D-CA) that involved merely slowing down an exist-
ing video of her to make her look drunk.50

Privacy  Many LLMs are trained on data found 
on the internet rather indiscriminately, and such 
data may include personal information of individu-
als. When incorporated into LLMs, this information 
could be publicly disclosed more often.

Overtrust and overreliance  If AI systems become 
commonplace in society, their novelty will inevitably 
diminish for users. The level of trust in computer out-
puts often increases with familiarity. But skepticism 
about answers received from a system is essential if 
one is to challenge the correctness of these outputs. 
As trust in AI grows, reducing skepticism, there’s a 

a yield sign, even though this fuzzing of the image 
is invisible to the naked eye. That example seems 
innocuous, but as AI models are used increasingly 
in applications from medical treatment to intelli-
gence and military operations, the potential harms 
could be substantial. It is also possible that an attack 
targeting one AI model could work against other 
models performing the same task — a phenomenon 
known as transferability. One study reports that as 
often as 80 percent of the time, transferability allows 
attackers to create an attack on a surrogate model 
and then apply it to their intended target, too.46 

Data poisoning  An attacker manipulating the 
dataset used to train an ML model can damage its 
performance and even create predictable errors.

Deepfakes  AI provides the capability for gener-
ating highly realistic but entirely inauthentic audio 
and video imagery. This has obvious implications for 
evidence presented in courtrooms and for efforts to 
manipulate political contests. In September 2023, just 
before elections took place in Slovakia, a deepfake 
audio was posted to Facebook in which a candidate 
was heard discussing with a journalist how to rig the 

Photo from the late Indian Congress leader
H. Vasanthakumar‘s funeral in 2020

Screenshot from a deepfake video of
H. Vasanthakumar endorsing his son‘s

parliamentary candidacy in 2024

Source: (Left) PTI Photo / R. Senthil Kumar; (right) “H Vasantha Kumar,” posted April 16, 2024, by Vasanth TV, YouTube, https://
www.youtube.com/watch?v=98_K-Ag7p2M

FIGURE 1.3  Deepfake videos of deceased Indian politicians speaking as if they were alive were used 
in India’s 2024 elections

http://www.youtube.com/watch?v=98_K-Ag7p2M
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and metadata in building and offering the prod-
ucts Stable Diffusion (an application that generates 
images from text) and DreamStudio (the app that 
serves as a user interface to Stable Diffusion).52 In 
late 2023, the New York Times sued OpenAI and 
Microsoft over their alleged use of millions of arti-
cles published by the Times to train the companies’ 
LLMs.53 In June 2024, music labels Sony Music, 
Universal Music Group, and Warner Records sued 
AI start-ups Suno and Udio for copyright infringe-
ment, alleging that the companies had trained their 
music-generation systems on protected content.54

AI researchers are cognizant of issues such as these, 
and in many cases work has been done — or is being 
done — to develop corrective measures. However, 
in most cases, these defenses don’t apply very well 
to instances beyond the specific problems that they 
were designed to solve.

Challenges of Innovation and 
Implementation 

The primary challenge of bringing AI innovation into 
operation is risk management. It is often said that 
AI, and especially ML, brings a new conceptual par-
adigm for how systems can exploit information to 
gain advantage, relying on pattern recognition in the 
broadest sense rather than on explicit understand-
ing of situations that are likely to occur. Because 
there have been significant recent advances in AI, 
the people who would make decisions to deploy 
AI-based systems may not have a good under-
standing of the risks that could accompany such 
deployment.

Consider, for example, AI as an important approach 
for improving the effectiveness of military oper-
ations. Despite broad agreement by the military 
services and the US Department of Defense (DOD) 
that AI would be of great benefit, the actual inte-
gration of AI-enabled capabilities into military forces 
has proceeded at a slow pace. Certainly, it is well 
understood that technical risks of underperformance 
and error in new technologies take time to mitigate. 

higher risk that errors, mishaps, and unforeseen inci-
dents will be overlooked. One recent experiment 
showed that developers with access to an AI-based 
coding assistant wrote code that was significantly less 
secure than those without an AI-based assistant —  
even though the former were more likely to believe 
they had written secure code.51

Hallucinations  As noted earlier, AI hallucina-
tions refer to situations where an AI model gen-
erates results or answers that are plausible but do 
not correspond to reality. In other words, models 
can simply make things up, but human users will 
not be aware they have done this. The results are 
plausible because they are constructed based on 
statistical patterns that the model has learned to 
recognize from its training data. But they may not 
correspond to reality because the model does not 
have an understanding of the real world. For exam-
ple, in September 2024, a Stanford professor asked 
an AI model to name ten publications she had writ-
ten. The AI responded with five correct publications 
and five that she had never actually written — but the 
AI results included titles and summaries that made 
them seem real. When she told the model that “the 
last two entries are hallucinations,” it simply pro-
vided two new results that were also hallucinations.

Out-of-distribution inputs  All ML systems must 
be trained on a large volume of data. If the inputs 
subsequently given to a system are substantially 
different from the training data — a situation known 
as being out-of-distribution — the system may draw 
conclusions that are more unreliable than if the 
inputs were similar to the training data. 

Copyright violations  Some AI-based models have 
been trained on large volumes of data found online. 
These data have generally been used without the 
consent or permission of their owners, thereby raising 
important questions about appropriately compen-
sating and acknowledging those owners. For exam-
ple, in January 2023, Getty Images sued Stability AI 
in an English court for infringing on the copyrights of 
millions of photographs, their associated captions, 
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the humans it replaces.58 In at least some cases, 
companies are deciding that the cost savings of 
eliminating human workers outweigh the draw-
backs of mediocre AI performance.

° 	 Training displaced workers to be more compet-
itive in an AI-enabled economy does not solve 
the problem if new jobs are not available. The 
nature and extent of new roles resulting from 
widespread AI deployment are not clear at this 
point, although historically the introduction of 
new technologies has not resulted in a long-term 
net loss of jobs.59

GOVERNANCE AND REGULATION OF AI
Governments around the world have been increas-
ingly focused on establishing regulations and guide-
lines for AI. Research on foundational AI technologies 
is difficult to regulate across international bound-
aries even among like-minded nations, especially 
when other nations have strong incentives to carry 
on regardless of actions taken by US policymakers. It 
is even more difficult, and may well be impossible, to 
reach agreement between nations that regard each 
other as strategic competitors and adversaries. The 
same applies to voluntary restrictions on research 
by companies concerned about competition from 
less constrained foreign rivals. Regulation of specific 
applications of AI may be more easily implemented, 
in part because of existing regulatory frameworks in 
domains such as healthcare, finance, and law. 

The most ambitious attempt to regulate AI came 
into force in August 2024 with the European Union’s 
AI Act. This forbids certain applications of AI, such 
as individual predictive policing based solely on a 
person’s data profile or tracking of their emotional 
state in the workplace and educational institutions, 
unless for medical or safety reasons.60 Additionally, 
it imposes a number of requirements on what the 
AI Act calls “high-risk” systems. (The legislation pro-
vides a very technical definition of such systems, but 
generally they include those that could pose a sig-
nificant risk to health, safety, or fundamental rights.) 

But another important reason for the slow pace is 
that the DOD acquisition system has largely been 
designed to minimize the likelihood of program-
matic failure, fraud, unfairness, waste, and abuse — in 
short, to minimize risk. It is therefore not surprising 
that the incentives at every level of the bureaucracy 
are aligned in that manner. For new approaches like 
AI to take root, a greater degree of programmatic 
risk acceptance may be necessary, especially in light 
of the possibility that other nations could adopt the 
technology faster, achieving military advantages 
over US forces.

Policy, Legal, and Regulatory Issues

THE FUTURE OF WORK
Some researchers expect that, within the next five 
to ten years, more and more workers will have AI 
added to their workflows to enhance productivity 
or will even be replaced by AI systems, which may 
cause significant disruptions to the job market in the 
near future.55 LLMs have already demonstrated how 
they can be used in a wide variety of fields, includ-
ing law, customer support, coding, and journalism. 
These demonstrations have led to concerns that 
the impact of AI on employment will be substan-
tial, especially on jobs that involve knowledge work. 
However, uncertainty abounds. What and how many 
present-day jobs will disappear? Which tasks could 
best be handled by AI? And what new jobs might be 
created by the technology today and in the future?

Some broad outlines and trends are clear: 

° 	 Individuals whose jobs entail routine white-collar 
work may be more affected than those whose 
jobs require physical labor; some will experience 
painful shifts in the short term.56

° 	 AI is helping some workers to increase their pro-
ductivity and job satisfaction.57 At the same time, 
other workers are already losing their jobs as AI 
demonstrates adequate competence for business 
operations, despite potentially underperforming 



32 STANFORD EMERGING TECHNOLOGY REVIEW

in September 2024. The act sought to hold the cre-
ators of advanced AI models liable in civil court for 
causing catastrophic harms unless they had taken 
certain advance measures to forestall such an out-
come. Opposition to the bill was based on con-
cerns about a technologically deficient definition of 
advanced AI models, the burden that the bill would 
place on small start-ups and academia, and the 
unfairness of holding model developers responsible 
for harmful applications that others build using the 
developers’ models.

Other important developments regarding AI gov-
ernance include the AI Safety Summit, held on 
November 1–2, 2023, at Bletchley Park in the United 
Kingdom,62 which issued the Bletchley Declaration, 
and the AI Seoul Summit of May 2024. In the Bletchley 
Declaration, the European Union and twenty-eight 
nations collectively endorsed international coopera-
tion to manage risks associated with highly capable 
general-purpose AI models. Signatories commit-
ted to ensuring that AI systems are developed and 
deployed safely and responsibly. The summit also 
led to the establishment of the United Kingdom’s 
AI Safety Institute and the US Artificial Intelligence 
Safety Institute, located within the National Institute 
of Standards and Technology.

The Seoul Declaration from the AI Seoul Summit 
2024 built on the Bletchley Declaration to acknowl-
edge the importance of interoperability between 
national AI governance frameworks to maximize 
benefits and minimize risks from advanced AI sys-
tems. In addition, sixteen major AI organizations 

These requirements address data quality, documen-
tation and traceability, transparency and explainabil-
ity, human oversight, accuracy, cybersecurity, and 
robustness.

In the United States, the president’s Executive Order 
on the Safe, Secure, and Trustworthy Development 
and Use of Artificial Intelligence was issued on 
October 30, 2023.61 The order addressed actions to 
advance AI safety and security; privacy; equity and 
civil rights; consumer, patient, student, and worker 
interests; the promotion of innovation and com-
petition, as well as American leadership; and gov-
ernment use of AI. Of particular note is the order’s 
requirement that developers of advanced AI systems 
posing a serious risk to national security, national eco-
nomic security, or national public health and safety 
inform the US government when training them and 
share with it all results from internal safety testing 
conducted by red teams. (A red team is a team of 
experts that attempts to subvert or break the system 
it is asked to test. It then reports its findings to the 
owner of the system so that the owner can take cor-
rective action.) The order also requires government 
actions to develop guidance to help protect against 
the use of AI to develop biological threats and to 
advance the use of AI to protect against cyberse-
curity threats, to help detect AI-generated content, 
and to authenticate official content.

At the state level in the United States, an attempt 
to pass an AI regulatory bill in California (SB 1047, 
the Safe and Secure Innovation for Frontier Artificial 
Intelligence Models Act) was vetoed by the governor 

The resources needed to train GPT-4 far exceed those 
available through grants or any other sources to any 
reasonably sized group of the top US research universities.
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of weapons or in making decisions about the use 
of deadly force. Notably, in late 2023, press reports 
indicated that President Biden and Chinese President 
Xi Jinping had considered entering into a dialogue 
about AI in nuclear command and control, but such 
an arrangement was never formalized.66 

TALENT
The United States is eating its seed corn with respect 
to the AI talent pool. As noted in the Foreword, fac-
ulty at Stanford and other universities report that the 
number of students studying in AI who are joining 
the industry, particularly start-ups, is increasing at 
the expense of those pursuing academic careers and 
contributing to foundational AI research. 

Many factors are contributing to this trend. One 
is that industry careers come with compensation 
packages that far outstrip those offered by aca-
demia. Academic researchers must also obtain 
funding to pay for research equipment, computing 
capability, and personnel like staff scientists, tech-
nicians, and programmers. This involves searching 
for government grants, which are typically small 
compared to what large companies might be will-
ing to invest in their own researchers. Consider, for 
example, that the resources needed to build and 
train GPT-4 far exceed those available through 
grants or any other sources to any reasonably sized 
group of the top US research universities, let alone 
any single university.

Industry often makes decisions more rapidly than 
government grant makers and imposes fewer reg-
ulations on the conduct of research. Large com-
panies are at an advantage because they have 
research-supporting infrastructure in place, such as 
compute facilities and data warehouses.

One important consequence is that academic access 
to research infrastructure is limited, so US-based stu-
dents are unable to train on state-of-the-art systems —  
at least this is the case if their universities do not 
have access to the facilities of the corporate sector. 

agreed on the Frontier AI Safety Commitments, a 
set of voluntary guidelines regarding the publication 
of safety frameworks for frontier AI models and the 
setting of thresholds for intolerable risks, among 
other things. 

NATIONAL SECURITY
AI is expected to have a profound impact on mil-
itaries worldwide.63 Weapons systems, command 
and control, logistics, acquisition, and training will 
all seek to leverage multiple AI technologies to 
operate more effectively and efficiently, at lower 
cost and with less risk to friendly forces. Trying 
to overcome decades of institutional inertia, the 
DOD is dedicating billions of dollars to institutional 
reforms and research advances aimed at integrat-
ing AI into its warfighting and war preparation 
strategies. Senior military officials recognize that 
failure to adapt to the emerging opportunities and 
challenges presented by AI would pose significant 
national security risks, particularly considering that 
both Russia and China are heavily investing in AI 
capabilities.

In adopting a set of guiding principles that address 
responsibility, equity, traceability, reliability, and 
governability in and for AI,64 the DOD has taken 
an important first step in meeting its obligation to 
proceed ethically with the development of AI capa-
bilities; eventually, these principles will have to be 
operationalized in specific use cases. An additional 
important concern, subsumed under these principles 
but worth calling out, is determining where the use 
of AI may or may not be appropriate — for example, 
whether AI is appropriate in nuclear command and 
control. The United States, the United Kingdom, and 
France have made explicit commitments to maintain 
human control over nuclear weapons.65 

Meanwhile, other countries are also adopting AI, 
and nations such as Russia and China are unlikely 
to make the same operational and ethical decisions 
as Western countries about the appropriate roles 
of AI vis-à-vis humans in controlling the operation 
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Figure 1.4 shows that most notable ML systems are 
now released by industry, while very few are released 
by academic institutions.

At the same time, China’s efforts to recruit top sci-
entific talent offer further temptations for scientists 
to leave the United States. These efforts are often 
targeted toward ethnic Chinese in the US — ranging  
from well-established researchers to those just fin-
ishing graduate degrees — and offer recruitment 
packages that promise benefits comparable to those 
available from private industry, such as high salaries, 
lavish research funding, and apparent freedom from 
bureaucracy. 

All of these factors are leading to an AI “brain drain” 
that does not favor the US research enterprise. 
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FIGURE 1.4  Most notable machine-learning models are now released by industry
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Overview
Biotechnology involves using living systems and 
organisms to develop or make products and solve 
problems. First-generation biotechnology arose over 
millennia and involved the domestication and selec-
tive breeding of plants and animals1 for agriculture, 
food production, companionship, and other purpos-
es.2 Second-generation biotechnology was launched 
a half century ago with the invention of recombinant 
DNA3 and has since encompassed techniques such 
as genetic engineering, polymerase chain reac-
tion (PCR), high-throughput DNA sequencing, and 
CRISPR gene-editing technology.4 Both breeding 
and editing approaches continue to advance, cre-
ating and using ever better tools for sculpting5 and 
editing6 living systems. 

Biotechnology products and services realized through 
breeding and editing are already widely deployed. A 
2020 National Academies of Sciences, Engineering, 
and Medicine report valued the US bioeconomy at 

KEY TAKEAWAYS

° 	 Biotechnology is poised to emerge as a general- 
purpose technology by which anything bioen-
gineers learn to encode in DNA can be grown 
whenever and wherever needed — essentially 
enabling the production of a wide range of prod-
ucts through biological processes across multiple 
sectors.

° 	 The US government is still working to grasp the 
scale of this bio-opportunity and has relied too 
heavily on private-sector investment to support 
the foundational technology innovation needed 
to unlock and sustain progress.

° 	 Biotechnology is one of the most important areas 
of technological competition between the United 
States and China, and China is investing consid-
erably more resources. Lacking equivalent efforts 
domestically, the United States runs the risk of 
Sputnik-like strategic surprises in biotechnology.

BIOTECHNOLOGY AND 
SYNTHETIC BIOLOGY

02
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technology over the past several decades. Fifty 
years ago, computers were mostly industrial, dis-
connected, and centralized.13 The emergence of 
personal computers, packet-switching networks,14 
and programming languages that made comput-
ing accessible and fun15 changed how information 
science and technologies developed and led to 
decentralized access to computing and information 
at unprecedented speed and scale.16 Biology could 
experience the same transformation within the 
next two decades — manufacturing processes could 
move from being largely invisible to being obvious 
and apparent to people as they begin to manipulate 
some of these workflows for themselves.

Key Developments
Distributed Biomanufacturing

The significance of distributed biomanufacturing lies 
in its flexibility, both in location and timing. Because 
the apparatus for a fermentation process can be 
established wherever there is access to sugar and 
electricity, a production site can be set up almost 
anywhere. The timing aspect is equally transfor-
mative: By removing the need to grow feedstocks, 
biomanufacturers can swiftly respond to sudden 
demands, such as a rapid outbreak of disease requir-
ing specific medications. This adaptability not only 
enhances efficiency but also revolutionizes how we 
approach manufacturing, making it far more respon-
sive to urgent needs than traditional methods.

In an important demonstration illustrating that dis-
tributed biomanufacturing is not a mirage, the 
synthetic biology company Antheia reported in 
early 2024 that it had completed validation of a 
fermentation-based process for brewing thebaine, 
a key starting material used in treating opioid 
overdoses with Narcan.17 The company partnered 
with Olon, an Italian contract manufacturing orga-
nization. Antheia’s bioengineered yeast strain was 
sent to Olon’s large-scale fermentation facility in 

around 5 percent of GDP, or more than $950 billion 
annually.7 Existing applications involve primarily agri-
culture, medicines, and industrial materials.8 A 2020 
McKinsey & Company report noted that hundreds of 
biotechnology projects were under development and 
estimated that the resulting products could add $2 to 
$4 trillion in annual economic impact within the next 
two decades.9 This projected doubling of the bioeco-
nomy’s contribution to worldwide GDP every seven 
years would match biotechnology’s economic track 
record.10 The McKinsey report concluded that, ulti-
mately, biomanufacturing could account for around 
60 percent of the global economy’s physical inputs.11 

Biology, as a natural manufacturing process, is 
remarkably distributed and localized. For example, 
leaves on trees do not come from factories or central 
facilities; rather, they grow on trees themselves — all 
over the place. Yet, outside of agriculture, biotech-
nology has until now been largely practiced and 
commercialized in a capital-intensive, industrialized, 
and centralized context.12 This contrast between 
biology as a naturally distributed platform and 
industrialized biomanufacturing processes suggests 
that biotechnology may be ripe for new modes of 
practice and products.

Notably, synthetic biology continues to emerge as 
an important new approach within biotechnology. 
Synthetic biology combines principles from biology, 
engineering, and computer science to modify living 
systems and construct new ones by developing 
novel biological functions, such as custom metabolic 
or genetic networks, novel amino acids and pro-
teins, and even entire cells. These new functions are 
performed through the construction of engineered 
biological parts that can be reused by humans when 
appropriate, thereby reducing the need for each 
project to start from scratch. Synthetic biology thus 
helps us to create more complex, biologically based 
systems, including those with functions that do not 
exist in nature. 

In thinking about biotechnology’s potential, it is 
instructive to consider the evolution of information 
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which in turn underlie different cellular behaviors and 
functions.

DNA sequencing (i.e., reading of DNA) and synthe-
sis (i.e., writing of DNA) are two foundational tech-
nologies underlying synthetic biology.22 Sequencers 
are machines that determine the precise order of 
nucleotides in a DNA molecule, effectively convert-
ing genetic information from a physical to a digital 
format. Synthesizers generate user-specified digital 
sequences of A’s, C’s, T’s, and G’s, creating physi-
cal genetic material from scratch that encodes the 
user-specified sequence, thus effectively transform-
ing bits into atoms. If DNA reading and writing tools 
could themselves be distributed, anyone with an 
internet connection could upload and download 
application-specific DNA programs that direct dis-
tributed biomanufacturing processes powered by 
locally available energy and supplied by locally avail-
able materials.

In the 1990s, public funding for sequencing the 
human genome jump-started advances in DNA-
sequencing tools by creating significant demand for 
reading DNA.23 Private capital and entrepreneurs 
quickly responded.24 The Human Genome Project 
(HGP) favored development of DNA sequencers that 
could read billions of bases of DNA as cheaply as 
possible, resulting in large-format DNA sequencers 
that were organized in centralized DNA-sequencing 
factories.25 A complementary approach to DNA 
sequencing has since matured that allows for individ-
ual DNA molecules to be sequenced via tiny pores, 
or nanopores, in ultra-thin membranes.26 UK-based 
Oxford Nanopore Technologies has exploited this 
approach to market small-format, portable DNA 
sequencers that can be used with laptop computers, 
allowing DNA sequencing to become a distributed 
technology (see figure 2.1).27 

The market for DNA synthesis has developed organ-
ically over the past forty-five years.28 So far, there has 
been no equivalent to the HGP that has resulted in 
significant public funding from Western governments 
for improving the technology of DNA synthesis.29 

Italy. Working together, they repeatedly brewed 
116,000-liter batches of bioengineered yeast, with 
each batch making broth containing a metric ton of 
thebaine — roughly enough for one hundred million 
Narcan doses.18 This demonstration highlights the 
potential for on-demand production of critical phar-
maceuticals, potentially revolutionizing drug supply 
chains and improving access to essential medicines.

In 2022, Chinese researcher Chenwang Tang and 
colleagues noted more generally how synthetic 
biology allows the rewiring of biological systems to 
support portable, on-site, and on-demand manufac-
turing of biomolecules.19 In 2024, as one of many 
pioneering examples, Stanford researchers reported 
on-demand bioproduction of sensors enabling 
point-of-care health monitoring and detection of 
environmental hazards aboard the International 
Space Station.20 They had already realized many sim-
ilar demonstrations of distributed biomanufacturing 
on Earth, ranging from biotechnology educational 
kits to the production of conjugate vaccines used to 
stimulate stronger immune responses.21

These are just a few examples demonstrating how 
biotechnology can be used to make valuable prod-
ucts and services locally. Viewed from a traditional 
perspective, what’s happening is a sort of molecular 
gardening: The energy and material inputs needed 
to make the biotechnology products are supplied 
locally, but the process differs from conventional gar-
dening in that the genetic instructions for what the 
biology should do or make are being programmed 
by bioengineers. To fully unlock the power of distrib-
uted biomanufacturing, it must also become possi-
ble to make the physical DNA used to encode the 
genetic programs locally. 

Distributed DNA Reading and Writing

DNA is physical material that encodes biological 
functions in natural living systems. It is often repre-
sented abstractly by its four constituent bases (A, C, 
T, and G), also known as nucleotides. Unique order-
ings of these bases encode different biomolecules, 
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investments may not be sufficient to make the tech-
nology real in a practical sense. 

Meanwhile, researchers in China have had the 
resources to advance gene and genome synthesis. 
For example, the first synthetic plant chromosome 
was reported by Chinese researcher Yuling Jiao 
and colleagues in January 2024.34 More broadly, 
researchers in China published nearly 350 papers 
that ranked among the top 10 percent most-cited 
papers on synthetic biology in 2023, compared to 
41 such papers in the United States (see figure 2.2). 

Biology as a General-Purpose Technology

Biotechnology is currently used to make med-
icines, foods, and a relatively narrow range of 
sustainable materials. However, as noted earlier, 
anything whose biosynthesis engineers can learn 
to encode in DNA could be grown using biology. 

Improvements in DNA synthesis in Western coun-
tries have been sporadic and dependent primarily 
on private capital.30 Commercially available gene-
length DNA-synthesis services in the United States 
have improved only modestly in the past six years.31 
Today, most DNA synthesis is carried out via central-
ized factories.32 Customers order DNA online and 
receive it via express shipping; it typically takes these 
factories from days to weeks to make the DNA mol-
ecules themselves. 

A new generation of companies is pursuing novel 
approaches to building DNA — most notably enzy-
matic DNA synthesis, which uses enzymes and sim-
pler chemical inputs to build DNA.33 These new 
approaches support hardware and reagent formats 
that could potentially enable fast, reliable, and 
distributed DNA synthesis. However, the creation 
of widely distributed DNA printers is not receiv-
ing significant public support, and existing private 

Source: Oxford Nanopore Technologies, 2024

FIGURE 2.1  Portable DNA sequencers enable biotechnology to become 
more distributed
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an approach was demonstrated in 2024 when the 
Hoover Institution Library & Archives partnered with 
Twist Bioscience to encode a digital copy of the tele-
gram from President Hoover founding his namesake 
institution within synthetic DNA contained in a tiny 
ampule (see figure 2.3). Made in this way, the DNA 
serves as a data storage medium whose digital con-
tents must be recovered via DNA sequencing. 

The ultimate goal of SRC’s road map is to enable  
bottom-up construction of microprocessors. To fully 
realize this goal might cost $100 billion in foundational 
research investment, smartly managed over twenty 
years, and as yet there is no such coordinated effort 
underway. However, the novel notion of growing com-
puters already challenges many framing assumptions 
and realities underlying contemporary geopolitics.40 
Concerns about computer manufacturing and supply 
chains presume that making computers is hard. What 
if making them becomes as easy as growing zucchini? 

Examples from nature highlight the potential here: 
Some bacteria are capable of growing arrays of tiny 
magnets,35 while select sea sponges grow glass fil-
aments with a refraction index — which determines 
the speed at which light travels through a medium —  
similar to that of human-made fiber-optic cables.36 
These bio-made magnets and filaments are created 
under ambient conditions through naturally sustainable 
processes and are often more robust than traditionally 
manufactured alternatives. These and other examples 
have inspired calls for biology to be recognized as a 
general-purpose technology that, with appropriate 
vision and leadership, could become the foundation of 
a much more resilient manufacturing base.37 

As an example of the vision that’s needed, in 2018, 
the Semiconductor Research Corporation (SRC) 
outlined an ambitious twenty-year synthetic biol-
ogy road map.38 SRC’s first proposed step was to 
develop DNA as a data storage medium.39 Such 

N
um

b
er

 o
f 

hi
g

hl
y 

ci
te

d
 p

ap
er

s 
p

ub
lis

he
d

0

50

100

150

200

250

300

350

400
20

03

20
04

20
05

20
06

20
07

20
08

20
09

20
10

20
11

20
12

20
13

20
14

20
15

20
16

20
17

20
18

20
19

20
20

20
21

20
22

20
23

United States China Germany United Kingdom South Korea

Source: Adapted from Australian Strategic Policy Institute, Critical Technology Tracker, based on “Appendix 2: Detailed 
Methodology,” in Jennifer Wong-Leung, Stephan Robin, and Danielle Cave, ASPI’s Two-Decade Critical Technology Tracker, 
August 2024

FIGURE 2.2  China is outpacing the United States in publishing highly cited research papers on  
synthetic biology
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carefully contained within steel tanks or constrained 
by doctors’ prescriptions. However, recent devel-
opments in consumer access to these products 
and applications suggest that this will not always 
remain the case. A US company called Light Bio, for 
example, now sells petunia plants bioengineered to 
emit light (see figure 2.4).44 Light Bio’s offering rep-
resents one of the first successful launches of a live 
consumer biologic, enabling anyone in the United 
States to source and keep a bioengineered organ-
ism for personal use. 

In 2024, UK-based Norfolk Plant Sciences first made 
available to US consumers seeds for its purple 
tomato, a kind of tomato bioengineered to pro-
duce high levels of antioxidants thought to help 
prevent cancer (see figure  2.5).45 Stanford faculty 
bought seeds, and soon bioengineered tomatoes 
were growing in gardens across campus. Indeed, 
these tomatoes are available for consumer purchase 

A more long-standing example of biology as an 
increasingly general-purpose technology with poten-
tial geopolitical impacts can be found in the 2011 US 
Navy program, Application of Synthetic Biological 
Techniques for Energetic Materials.41 This program 
began exploring the ability to brew propellants and 
explosives through a process akin to how Antheia 
and Olon partnered to brew medicines — an ability 
that could enable any nation anywhere to create 
more resilient supply chains for key military materials. 
A distributed and resilient biomanufacturing network 
could, for example, help NATO members meet their 
Article 3 obligations related to supply chain resil-
ience.42 A bio-based approach to brewing fuels could 
also help meet climate and sustainability goals.43 

Pervasive and Embedded Biotechnologies 

Most modern biotechnology products and applica-
tions are presumed to be destined for deployments 

FIGURE 2.3  DNA is used as a storage medium for a digital copy of Herbert Hoover’s 
telegram founding his namesake institution
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and around us — and be made available through 
established and far-reaching consumer channels. 

Biological Large Language Models 

In the 2023 edition of The Stanford Emerging 
Technology Review, we discussed how research-
ers had developed and deployed methods that 
are based on artificial intelligence (AI) to predict 
the three-dimensional structures of over 200 mil-
lion natural proteins,51 an accomplishment recently 
recognized via the 2024 Nobel Prize in Chemistry.52 
Anybody with a laptop can now take a DNA 
sequence encoding a protein and quickly estimate 
its expected shape. The shape of a protein helps 
determine its placement and function in a living 
system. The ability to rapidly generate predicted 
shapes helps bioengineers modify existing proteins 
and design new ones from scratch. However, the 
work of modifying an existing protein sequence and 
designing a new protein still requires direct human 
genius and labor.

in a number of grocery stores in the American 
Southeast.46 

Another category of pervasive and potentially 
consumer-facing biotechnology involves bioen-
gineering the bacteria that live on our skin and 
inside our bodies, as well as within the environment 
around us. For example, in 2023, Stanford research-
ers pioneered the bioengineering of skin microbes 
to combat skin cancer.47 They have since expanded 
such work to enable the eliciting of more broadly 
antigen-specific T cells, which target and eliminate 
cells infected with viruses and bacteria, as well as 
cancerous cells. T cells also play a role in providing 
long-term immunological memory.48 In addition, 
researchers have identified specific odorants pro-
duced by human-skin microbes whose production 
could be modulated to reduce mosquito bites49 and 
have also developed methods for bioengineering 
microbes to improve gut health.50 

As these examples suggest, twenty-first-century bio-
technologies may increasingly be deployed in, on, 

Source: Light Bio Inc.

FIGURE 2.4  Light Bio’s petunias are bioengineered to emit light
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genome language models will continue to emerge 
and develop throughout the 2020s. The greatest 
bottleneck will likely be the limited capacity avail-
able to build and test the biological sequences gen-
erated by the models. Any adult English speaker can 
quickly read a passage of LLM-generated English 
text and evaluate its purpose and quality. For now, 
only living systems themselves can ultimately inter-
pret and establish whether the function and perfor-
mance of a bioLLM-generated design actually works 
as expected. The ability to operate platforms that 
scale high-throughput testing of bioLLM designs is 
a significant advantage in inventing, improving, and 
offering world-leading foundation models in biology 
and biotechnology.

Over the Horizon
Routinization of Cellular-Scale 
Engineering

There is no natural cell on Earth that is fully under-
stood. Even for well-studied model organisms 
like E. coli, there remain genes with unknown or 
incompletely understood functions, highlighting 
the complexity of cellular systems. The microbes 
that have been subject to the most intense study 
still require more than seventy genes whose func-
tions no researcher understands.56 Each gene 
encodes some unknown life-essential mechanism. 
Our collective ignorance means that all bioengi-
neering workflows remain Edisonian at the cellular 
scale — we are tinkering and testing. Bioengineering 
students are taught the mantra “design, build, test, 
learn,”57 where the test portion implies a very large 
amount of empirical lab work to understand basic 
phenomenology. By contrast, the routinization of 
bioengineering workflows at the cellular scale suffi-
cient to realize “design, build, work” workflows — a 
hallmark of all other modern technologies that 
implies doing a relatively small amount of empirical 
work primarily to validate the analysis underlying 
the construction of a biological artifact — remains 

Advances in AI may change that. In 2024, new 
large language models (LLMs) have emerged that 
are trained on natural DNA, RNA, and protein 
sequences. For context, ChatGPT and similar LLMs, 
when trained on sequences of letters and words 
from composing human languages like English, can 
generate meaningful new human-readable text. In 
similar fashion, biological LLMs (bioLLMs), trained on 
vast datasets of biological sequences, can generate 
novel sequences with potential biological functions, 
accelerating the design process in fields like protein 
engineering and synthetic biology. For example, in 
early 2024 Stanford researchers reported develop-
ing and using a general protein language model to 
quickly design better virus-neutralizing antibodies 
targeting Ebola and SARS-CoV-2.53 Unlike wide-
spread speculative concerns about the destabiliz-
ing potential of the use of AI in biotechnology,54 
actual known work in the field seems to instead have 
directly contributed to public health and biosecurity.

As a second example, researchers at Stanford 
released a genomic foundation model named Evo 
that performs prediction and generation tasks across 
DNA, RNA, and proteins.55 (Foundation models are 
discussed in chapter 1 on artificial intelligence.) 
They then used Evo to help design synthetic gene- 
editing systems. DNA, RNA, protein, gene, and 

Source: Norfolk Plant Sciences

FIGURE 2.5  Norfolk Plant Sciences has bioengineered 
a purple tomato



4702 Biotechnology and Synthetic Biology

Recent thinking, however, suggests that electricity 
could be used to fix carbon directly from the air to create 
organic molecules that could be fed to microbes — a 
process that may come to be known as electrobio-
synthesis or, more simply, “eBio”—and that doing so 
could be an order of magnitude more efficient from a 
land-use perspective than traditional agriculture.64 

In other words, the idea is to engineer a parallel 
carbon cycle that starts with air and electricity, per-
haps generated via solar panels, to create organic 
molecules that can power bioproduction processes. 
For example, in August 2024, Stanford researchers 
reported the creation of a system that combines 
electrochemistry with biological processes that do 
not use cells to transform simple carbon compounds 
into a key organic molecule called acetyl-CoA, which 
is present in all living things and acts as a building 
block for other molecules within cells.65

Although eBio is still a very immature technology, 
its potential significance and impacts are hard to 
overstate. For example, surplus power from large-
scale renewable energy generation could be used 
to directly produce biomolecules such as proteins 
and cellulose without requiring massive conven-
tional battery banks to store energy that cannot be 
used immediately. The development of eBio could 
also enable bioproduction in places where soils are 
poor, water is scarce, or climate and weather are too 
uncertain. And it could raise the ceiling on how much 
humanity could make in partnership with biology. 
We would be constrained only by how much energy 
we can generate for such purposes. This approach 
could significantly reduce the land and water require-
ments for biomass production, potentially alleviating 

fringe foundational research. Consequently, such 
bioengineering workflows remain in their earliest 
stages.58

Nevertheless, because cells are the fundamental unit 
of life, researchers59 and start-ups60 across the United 
States, Europe, Japan, and China are scrambling to 
learn how to build fully understandable cells from 
scratch. The ability to construct life for the first time, 
without being restricted to any terrestrial lineage, 
is akin to launching to orbit the first artificial satel-
lite. Just as rockets allow us to ascend Earth’s gravity 
well, giving us access to the privilege, perspective, 
and power of space, the ability to transcend the 
constraints of Earth’s existing life-forms61 — organ-
isms constrained by lineage and the requirements 
of reproduction and evolvability — will unlock the 
next level of biotechnologies, providing a powerful 
perch from which to access everything that biology 
can become. 

A first organized and professional attempt to con-
struct life from scratch will likely cost $100 mil-
lion. The Institute of Synthetic Biology (ISB) at the 
Shenzhen Institute of Advanced Technology in 
China is one organization where such an effort could 
now be carried out rapidly. The ISB hosted a global 
summit on coordination of synthetic-cell building in 
October 2024.62 Lacking equivalent efforts domesti-
cally, the United States is risking a Sputnik-like bio-
technology surprise.63

Electrobiosynthesis 

Carbon is central to life. Currently, we rely on photo-
synthesis for production of organic carbon molecules. 

The ability to construct life for the first time, without  
being restricted to any terrestrial lineage, is akin to 

launching to orbit the first artificial satellite.
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local food chains or natural species have long been 
a concern. Moreover, as the science and technology 
of synthetic biology becomes increasingly available 
to state and nonstate entities, there are legitimate 
concerns that malicious actors will create organisms 
harmful to people and the environment.69 

Ethical considerations  Different religious traditions 
may have different stances toward life and whether 
the engineering of new life-forms violates any of their 
basic precepts. Often classified as potential non-
physical impacts, the effects on biotechnology when 
considering these religious concerns are sometimes 
difficult to predict in advance. In the words of a Wilson 
Center report on this topic, such concerns involve 
“the possibility of harm to deeply held (if sometimes 
hard to articulate) views about what is right or good, 
including . . . the appropriate relationship of humans 
to themselves and the natural world.”70

The United States and other nations are working 
hard to develop, advance, and refine strategies for 
biotechnology, biomanufacturing innovation, bio
security, and the bioeconomy overall. For example, 
the United States’ National Security Commission on 
Emerging Biotechnology continues its work.71 The 
congressionally mandated Department of Defense 
Task Force on Emerging Biotechnologies and 
National Security is also underway.72 Both efforts 
are expected to produce substantial reports and 
products throughout 2025, complementing activ-
ities ongoing within the executive office of the 
president, including work as ordered by Executive 
Order 14081 on biotechnology and by Executive 
Order 14110 on artificial intelligence. Internationally, 
the Organisation for Economic Co-operation and 
Development’s Global Forum on Technology selected 
synthetic biology as one of three key initial technol-
ogies to focus on, with work now well underway.73 
The World Economic Forum has also renewed its 
Global Futures Council on Synthetic Biology, which 
continues its work.74

One overall challenge for policymakers — and the 
biotechnology community — is to preserve and 
advance the very significant public benefits of 
research into biosciences and biotechnology while 

pressure on agricultural resources and offering a 
more sustainable path for biomanufacturing. 

Challenges of Innovation and 
Implementation

Many first-generation synthetic biology companies 
continue to struggle.66 Billions of dollars of private cap-
ital have been lost in biotechnology investments made 
with the best of intentions in the United States alone 
over the past two decades. One perspective is that 
these early big bets were simply too early.67 The hope 
is that smaller and scrappy next-generation efforts 
will find their way to success. However, an immediate 
short-term issue is that many sources of private capital 
funding to support these next-generation commercial 
efforts are now shut off for synthetic biology, adding 
headwinds to the general challenges of obtaining 
capital that young, innovative businesses face. 

Another perspective is that America has relied too 
heavily on the private sector to invent, advance, 
and deploy emerging biotechnologies. The biotech 
equivalent of the publicly funded tooling and infra-
structure development in the early days of US stra-
tegic computing and networking programs is today 
pursued only via private investment and commercial 
platforms. Because private investors expect these 
foundational tools and platforms to quickly generate 
and sustain revenue growth to justify further funding, 
businesses developing them often fail repeatedly.

Breaking this cycle will require smart and sustained 
public investments in foundational bioengineering 
research, from tools for measuring, modeling, and 
making biology to public-benefit research platforms. 
The National Science Foundation’s August 2024 
investment in five academic biofoundries may be 
one small step forward in this respect.68 

Policy, Legal, and Regulatory Issues

Safety and national security concerns  New organ-
isms not found in nature raise concerns about how 
they will interact with natural and human environ-
ments. For instance, bioengineered organisms that 
escape into the environment and possibly disrupt 
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minimizing the real and perceived risks associated 
with potential misuse of the resulting knowledge 
and capacities. For example, in response to the con-
cern about the escape of harmful bioengineered 
organisms into the environment, synthetic biology 
itself offers the possibility of bioengineering organ-
isms from scratch that are incapable of escaping 
or evolving.75 But it is a matter of policy to ensure 
that necessary safeguards are included in projects 
intended to create new organisms.

In short, policymakers will have to be aware of — and 
able to navigate — issues and aspects of emerging 
biotechnologies, such as the ones included in this 
section, if they are to help guide the development of 
the field and the increasing diversity of the biotech-
nologies that emerge from it.
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The Changing Role of Government in 
Technological Innovation 

Takeaway  The US government is no longer the 
primary driver of technological innovation or 
funder of R&D.

Plenty of technological innovations, including sat-
ellites, jet engines, and semiconductors, have their 
roots in US government financial support and advo-
cacy. But in many fields today, the government is 
no longer the primary driver of innovation. Private 
companies have taken up much of the slack. These 
companies, however, may be under the jurisdiction 
of nations—or controlled by senior executives— 
whose interests are not aligned with those of the 
users of their services. The Starlink satellite com-
munications network has been an essential part 
of Ukrainian battlefield communications; however, 
the CEO of Starlink curtailed Ukrainian access 
on a number of occasions in ways that affected 
Ukraine’s battlefield strategy.5 Such concerns are 
most serious when there is only one or just a small 
number of private-sector providers of the services 
in question.

The growing influence of private companies in crit-
ical technologies has led US officials to emphasize 
the need for closer public-private cooperation and 
government regulation. Even if the government 
cannot lead in innovation, it still plays a crucial role 
in funding R&D, promoting key innovations, setting 
standards, and forming coalitions domestically and 
internationally.

No better example of the growing influence of pri-
vate companies in setting the R&D agenda can be 
found than in the current scene for the funding of 
AI research today. Whereas the federal government 
talks in terms of billions of dollars in federal support 
for AI research, the private sector is talking in terms 
of amounts ten to a hundred times larger. Similar 
trends seem to apply to biotechnology and syn-
thetic biology research, though not quite as starkly. 
And, as chapter 9 on space discusses, services 

scientific proof of concept, or the materials used to 
demonstrate engineering feasibility may turn out 
to be too expensive or rare to support large-scale 
production. Cheaper alternatives may also become 
available, undermining the commercial viability of 
the original concept.

An illustration of this phenomenon can be found 
in the competition between lithium-ion (Li-ion) and 
sodium-ion batteries. Sodium-ion batteries have 
potential cost advantages over Li-ion ones because 
sodium is much more abundant than lithium. But 
Li-ion battery technology has a head start of a 
couple of decades that has driven down the cost 
of these batteries significantly. Thus, the econom-
ics of procurement today favor Li-ion in many of 
the most common applications—although any 
significant disruption of the lithium supply chain 
could make sodium-ion batteries more broadly 
competitive.

Societal acceptability matters as well. The psychol-
ogy of individuals, as well as cultural practices and 
beliefs of a community or society, contribute to the 
adoption and use of any given technology appli-
cation. For instance, in Europe, GMOs as food are 
highly controversial, and concerns over their safety 
have prevented the uptake of GMO foods that are 
consumed widely in the United States.

Finally, the road from scientific discovery to useful 
application is often rockier than expected, with 
would-be innovators finding that the realization of 
the benefits promised to investors and customers 
actually entails greater costs than planned, takes 
longer than anticipated, and delivers fewer capa-
bilities than expected. They may stumble for other 
reasons, too, ranging from difficulty finding sufficient 
funding to advance innovations and challenges over 
environmental or other impacts. Moreover, risks 
associated with things such as ethics and equity, pri-
vacy, and increased challenges to health, safety, and 
security—all issues that could lead to an erosion of 
trust in a product or service—may become apparent 
only once it is being sold to customers.
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Major breakthroughs in this laser technology were 
developed by researchers at Lawrence Livermore 
National Laboratory, Lawrence Berkeley National 
Laboratory, and Sandia National Laboratory in the 
1990s, and intellectual property rights were owned 
by the US government but licensed under approval 
by Congress and the Department of Energy (DOE). 
The Dutch company ASML applied for a license, and 
at the time no objections were raised. 

Today, ASML is the only company in the world that 
can manufacture and service the sophisticated 
machines using EUV technology, each of which costs 
about $200 million.6 The future development of 
advanced semiconductor manufacturing equipment 
to shrink transistor dimensions even more—as well 
as balancing market access with the national secu-
rity concerns of exporting to and servicing ASML 
equipment in China—are major geopolitical and 
economic concerns.7

The Relationship of Political Regime Type 
to Technological Progress

Takeaway  Democracies provide greater free-
dom for scientific exploration, while authoritarian 
regimes can direct sustained funding and focus 
on technologies they believe are most important.

Technological innovation occurs in both democra-
cies and autocracies, but different regime types face 
different advantages and challenges. Democracies 
benefit from the rule of law, a free flow of ideas and 
people, and the freedom for individuals to pursue 
their own research interests. Perhaps most impor-
tantly, because failure in a democracy does not 
lead to persecution or necessarily result in profes-
sional ostracism, individuals are freer to experiment 
and explore. By contrast, authoritarian regimes are 
characterized by the rule of the state and dire con-
sequences for failure, which can restrict the flow of 
ideas, force adherence to state-approved research 
areas, and prompt scientists to focus only on what 
are considered safe topics.

related to space are increasingly delivered by pri-
vate companies.

It’s also true that national priorities change with 
the evolution of the geopolitical environment. In the 
1990s, there was widespread optimism about the tri-
umph of liberal democracy and free market capital-
ism. Much of US economic policy was characterized 
by efforts to support free trade, accelerate global-
ization, and promote China’s integration into the 
world economy as a way of facilitating its transition 
to more democratic rule. 

During this time, the global manufacturing land-
scape for key technologies, particularly semicon-
ductors, underwent significant shifts. Over three 
decades, the US share of global semiconductor pro-
duction dropped from 37 percent to 12 percent, as 
noted in chapter 8 on semiconductors. Meanwhile, 
Asian manufacturers, especially in South Korea and 
Taiwan, emerged as major players, supported by 
government policies and regional demand shifts. 
Asia had become the dominant region for semicon-
ductor production, laying the groundwork for the 
current global supply chain. 

This shift in manufacturing capabilities, coupled 
with China’s economic and military rise, is a key ele-
ment of changes in the geopolitical environment 
and drives many Western concerns about techno-
logical dependencies in the twenty-first century. 
Accordingly, national policies that were seen as 
useful and appropriate in the environment of thirty 
years ago may need reassessment today.

The story of advanced chip fabrication is instruc-
tive. The most advanced chips made today require 
a laser technology called extreme ultraviolet (EUV) 
lithography, which uses tiny explosions of molten 
tin made at extreme speeds and bounced off the 
flattest mirrored surfaces in the world to produce 
an extremely short wavelength of light. Shortening 
light wavelengths is the key to shrinking the size 
and increasing the density of transistors on a chip, 
making it faster and more powerful. 
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on demand. Such talent must be acquired from for-
eign sources and/or nurtured domestically.

Foreign sources of talent make critical contributions 
to US science, technology, engineering, and mathe-
matics (STEM). Although America remains the single 
most prominent contributor to global R&D, other 
nations—most notably China—are rapidly increasing 
their investments in this area. Geographic concen-
tration of R&D expenditure continues its shift from 
the United States and Europe to East, Southeast, 
and South Asia.

This trend highlights the increasing importance 
of international collaboration. US researchers 
undoubtedly benefit from ideas developed abroad 
by reading scientific literature from other coun-
tries, but direct interactions with foreign research-
ers are often more valuable because they provide 
more comprehensive and expansive insights. Such 
interactions help American researchers acquire tacit 
knowledge that is not captured in published papers, 
including research directions that appeared promis-
ing but did not ultimately bear fruit. These interac-
tions also offer a deeper understanding of foreign 
scientific progress. This point about the importance 
of tacit knowledge in scientific advancement has 
been made by many scholars8 and was strongly 
expressed in a multitude of interviews with Stanford 
faculty working in the technology areas addressed 
in this report.

America’s ability to attract and retain foreign talent 
is essential for maintaining its innovation edge, and 
domestic innovation is hindered when limitations 
are imposed on interactions with foreign scientists 
and their research. Skilled immigrants play a crucial 
role in American innovation, with immigrant college 
graduates receiving patents at twice the rate of 
native-born Americans.9 More generally, a broader 
pool of people will yield higher quality talent than 
digging more deeply into an existing pool of people 
simply because the broader pool is more likely to 
have a greater number of individuals at the high end 
of the talent distribution.

On the other hand, authoritarian regimes can direct 
sustained funding and attention to areas deemed 
crucial by the state more easily than democracies and 
maintain focus on these areas for extended periods, 
independent of short-term profit or political con-
siderations. For example, it is widely accepted that 
Chinese AI efforts have access to the personal data 
of individuals on a far broader scale than those in the 
West, which generally has stronger privacy protec-
tions against government intrusion than China does.

In the United States, recent attempts to adopt more 
centralized technology-policy approaches—such 
as the Creating Helpful Incentives to Produce Semi
conductors (CHIPS) and Science Act of 2022 sup-
porting the semiconductor sector—aim to capture 
some benefits associated with authoritarian direc-
tion while preserving democratic values. Critics 
argue that such measures interfere with free markets 
and create inefficiencies by selecting winners and 
losers. Conversely, advocates believe these policies 
are necessary to counterbalance the advantages of 
authoritarian regimes. The challenge is to find a bal-
ance that aligns with American values while enhancing 
economic competitiveness.

Common Innovation Enablers 
and Inhibitors

The Central Importance of Ideas and 
Human Talent in Science and Technology

Takeaway  Human talent plays a central role in 
generating the ideas for innovation; such talent 
can be found all over the world and cannot be 
manufactured at will.

Scientific progress thrives on new ideas, which are 
generated daily by the most talented individuals 
worldwide. But human talent capable of creating 
ideas in science and technology cannot be generated 
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to the United States and can fairly be regarded as 
more likely to remain in the country.

Fourth, many security-sensitive jobs require US cit-
izenship. In 2021, the US Department of Defense 
(DOD) noted that improving the capacity and resil-
ience of the defense industrial base requires more 
workers trained in STEM,14 also observing that the 
dearth of trained software engineers working on 
classified projects was in part because of the require-
ment that they must be US citizens.

In promoting a more robust domestic contribution 
to building STEM expertise in America, it is sobering 
to realize that the United States is facing a decades-
long decline in K–12 (kindergarten to twelfth grade) 
STEM proficiency,15 with standardized testing reveal-
ing declining scores in fourth- and eighth-grade 
mathematics.16 While COVID-19 disruptions account 
for some decline,17 the 2023 scores follow a twenty- 
year trend of diminishing STEM proficiency.18 In 
2022, American thirteen-year-olds had the lowest 
math and reading scores in decades, with math liter-
acy declining across all demographics and regions.19 
A 2023 American College Testing (ACT) report found 
that 70 percent of high school seniors failed to meet 
college readiness benchmarks in math,20 highlight-
ing a critical challenge for the nation’s economic and 
technological competitiveness.

Of particular concern is that at the top end, only 
7 percent of American teens scored in the high-
est level of math proficiency as measured by the 
Program for International Student Assessment, a test 
to assess student ability to apply knowledge in real-
world situations administered by the Organisation 
for Economic Co-operation and Development. This 
compares to 12 percent of Canadians and 41 per-
cent of Singaporean teens scoring in the same top 
category.21 

Adding to the challenge is a growing shortage of 
qualified STEM educators in the United States—
about 28 percent of grade-seven to grade-twelve 
science teachers do not have a degree in the 

However, US policies that discourage immigration 
can reduce the influx of skilled workers, impacting 
the country’s capacity for innovation.10 They also 
shift skilled talent and multinational R&D investment 
to other countries, including both strategic competi-
tors such as China and close allies such as Canada.11 
Such a shift can also force US companies to relocate 
abroad due to worker shortages.12 Finally, many aca-
demic researchers are immigrants on student visas. 
Without a clear route to permanent residence, the 
United States could lose key teaching and research 
talent in vital STEM domains. 

Immigration policies affecting the labor force can 
make it harder to meet goals in industries like semi-
conductors, biotechnology, and sustainable energy. 
US workers still make up the majority of the US STEM 
workforce, although foreign-born talent accounts for 
an increasingly large fraction of it. Even if the trend 
toward greater foreign participation in STEM jobs 
continues—and especially if it were to reverse—
strengthening the domestic pipeline of STEM work-
ers is essential for several reasons.

First, a number of studies indicate a strong correla-
tion between a nation’s STEM education and eco-
nomic growth and productivity.13 Correlation is not 
causation, but the connection is unlikely to be acci-
dental or spurious. 

Second, other nations—including nations such as 
China and India that are presently important provid-
ers of US STEM talent—are investing more heavily 
in scientific R&D. Individuals who have previously 
chosen to work and study in the United States may 
well take advantage of opportunities at home in 
greater numbers. Foreign-born individuals working 
in the US STEM workforce may have family or per-
sonal ties in their nations of origin that tempt them 
to return. Those nations may also take steps that 
explicitly discourage their scientists and engineers 
from studying or working in the United States. 

Third, a STEM worker educated in the United States is 
more likely to have personal and citizenship loyalties 
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arising from its publication have most often focused 
on what’s newest and most advanced in various fields.

But a frontier bias, while understandable, carries with 
it the risk of overlooking “old” technologies that can 
be used in novel and impactful ways. Innovation 
using proven and known technologies is a powerful 
way of advancing national and societal interests and 
by definition does not rely on scientific or techno-
logical breakthroughs. 

One prominent example is technology being used 
in the present Russia-Ukraine war. For instance, 
the drones having the most effect on the battle-
field area are a diverse mix of moderately sophis-
ticated ones and off-the-shelf commercial drones. 
And in response to US trade sanctions on advanced 
semiconductors, Russia is making use of chips 
designed for home and commercial use to control 
its weapons.

Another example is the widespread use of the AK-47 
automatic rifle. Unlike other popular guns, the AK-47 
was deliberately designed to be low-tech—cheap, 
simple, and durable, as well as easy to manufacture 
and with few moving parts. It has since proliferated: 
Some seventy-five million of these guns are in oper-
ation today, and they have had an enormous impact 
on forces around the world,24 most notably insurgent 
groups and terrorists.25

The story in chapter 10, on sustainable energy tech-
nologies, about a second life for electric vehicle (EV) 
batteries is also relevant here. As EVs become more 
widely used, the batteries powering them—still with 
significant capacity for power storage—will consti-
tute a waste stream if other uses cannot be found for 
them. With specialized battery management systems 
tailored to their unique characteristics, these batter-
ies can serve in stationary energy storage applica-
tions, such as acting as backup power sources for 
the grid. Their age will mean the batteries may not 
be at the cutting edge of battery technology when 
they are converted, but they will have significant 
capacity that would otherwise be thrown away.

sciences, and about 40 percent of math teachers 
in high-poverty-area schools do not have a math 
degree.22 Teachers in low-performing schools and in 
schools with higher concentrations of minority stu-
dents are more likely to have less experience and 
report feeling underprepared for STEM instruction.23

Today, both paths to growing the requisite talent 
base to sustain and grow US innovation face seri-
ous and rising challenges. The global competition 
for talent means that the United States must adopt 
a more strategic approach to leveraging interna-
tional expertise, as connections between American 
science and technology efforts and those of the rest 
of the world will accelerate the nation’s progress in 
critical technology fields. To maintain and enhance 
its innovation capacity, the United States urgently 
needs to improve its own STEM education across all 
demographic groups, provide better pathways for 
skilled immigrants to remain in the United States, 
and invest more in human capital. 

Concerns about foreign appropriation of American 
intellectual efforts are not without foundation. But 
using a meat axe to make widespread and blunt cuts 
in opportunities to collaborate with foreign scientists 
when a surgical scalpel is needed to curb only the 
issues that warrant serious concern is a sure way to 
undermine the effectiveness of US scientific endeavors. 

Frontier Bias in Policymaking

Takeaway  A policy bias toward science or 
technology at the frontiers of knowledge tends 
to overestimate the benefits accruing from such 
advances, at least in the short term. Many tech-
nologies with transformational potential are not 
necessarily on the technical frontier.

A frontier bias is a tendency among analysts, com-
mentators, and policymakers to focus on the signif-
icance of the newest and most recent innovations. 
Such a trend has been apparent even in the uptake 
of the inaugural SETR report—requests for briefings 
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use to industrial facilities. For such innovations, it is 
unrealistic to expect rapid and widespread adoption 
throughout society.

Optimism, Pessimism, and Realism in 
Technology Policy

Takeaway  Good public policy anticipates 
wide variations in perspectives on any given 
technology.

This publication focuses on ten emerging technolo-
gies of significance. In putting together the latest edi-
tion of SETR, every faculty member interviewed from 
each of these technology areas was broadly optimis-
tic about the societal and scientific value of work that 
is being conducted in their chosen domains.

This is hardly a surprise. If they were not optimis-
tic about the value of work in those fields, why 
would they continue to work in them? Technological  
optimism—a belief that technological advances will 
continue to accrue and that such advances will solve 
important problems—is virtually a requirement for 
people to spend large parts of their lives working to 
invent or invest in a new technology.

But an optimistic view of technology cannot and 
should not be the only voice shaping technology 
policy. When everyone in a decision-making orga-
nization shares similar perspectives on technology— 
creating analytical blind spots and, potentially, 
groupthink (unwarranted conformity in beliefs)—
the risks associated with innovation can be under-
estimated. It is therefore important to have voices 

A second consequence of frontier bias is a misun-
derstanding of the difference between scientific or 
technological advances and adoption at scale. For 
example, in the couple of decades after the first gen-
eration of commercial nuclear power in October 1956, 
there was considerable optimism that further techno-
logical advancements in the field would bring about 
an era in which electrical energy was too cheap to 
meter. But as discussed in chapter 10, nuclear fission 
has not been widely adopted as a source of energy 
for a variety of technical, economic, and political 
reasons. 

For an innovation to have significant societal impact, 
it needs to be broadly available and widely used. At 
one extreme, some innovations can be acquired on 
a small scale by individuals. The rapid spread of per-
sonal computers in the 1980s and of rooftop solar 
panels for home electricity generation are examples— 
people were willing to spend money out of their 
own pockets to derive the benefits of these innova-
tions and the result was rapid uptake and adoption 
throughout society. 

By contrast, advanced technology that requires a 
significant degree of centralized planning and/or 
funding for realization is likely to be adopted on 
much longer timescales. Nuclear energy requires 
the construction of nuclear reactors costing billions 
of dollars. State-of-the-art semiconductor plants 
come at the cost of tens of billions. Medicines for 
treating neurodegeneration are available only at the 
end of a very expensive drug approval and manu-
facturing process. Carbon capture and sequestra-
tion is too expensive to be widely adopted and is 
of marginal benefit for individuals, though it is of 

A frontier bias, while understandable, carries  
with it the risk of overlooking “old” technologies  

that can be used in novel and impactful ways. 
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and able to adapt to the inevitable uncertainties that 
accompany it. This approach ensures that public policy 
remains adaptable and capable of addressing both 
the ups and downs of technological advancements.

Universities and Technology Innovation

Takeaway  US universities play a pivotal role  
in the innovation ecosystem that is increasingly 
at risk.

The US R&D infrastructure is extensive, with sig-
nificant contributions from both the private sector 
and federal government. Historically, private-sector 
research entities such as the former Bell Laboratories, 
IBM’s Thomas J. Watson Research Center, and Xerox 
PARC have performed a substantial amount of foun-
dational scientific research. However, such orga-
nizations now focus primarily on applied research 
tied to their commercial interests. This shift means 
that their research often targets immediate, practi-
cal applications rather than long-term, fundamental 
breakthroughs. Moreover, corporate R&D outputs 
tend to be proprietary, limiting their accessibility and 
broader impact.

The federal government also operates a large number 
of laboratories and Federally Funded Research and 
Development Centers (FFRDCs), including those run 
by the DOE, the DOD, and NASA. These mission- 
driven laboratories aim to address particularly diffi-
cult problems that go beyond the capacity of private 
industry or individual universities.

Universities play two unique and pivotal roles within 
the innovation ecosystem that are often underap-
preciated. First, they have the mission of pursuing 
high-risk research that may not pay off in commer-
cial or societal applications for a long time, if ever.26 
(The sidebar on the long-term reach of university 
research offers some examples.) Unlike mission- 
driven federal labs, universities have a broader scope 
and breadth of research, and unlike the private 
sector, they conduct open, transparent research that 

in the decision-making process that anticipate and 
articulate potential downsides of a given technol-
ogy. The people with these voices play a critical role 
in identifying possible negative consequences of 
new technologies—such as privacy concerns, ethical 
dilemmas, or societal disruptions—and in devising 
ways to mitigate those risks before technological 
lock-in makes it difficult or impossible to address 
their root causes. A set of individuals with different 
knowledge and backgrounds who are involved in 
the decision-making process will generate a more 
comprehensive understanding of potential risks and 
benefits and avoid damaging groupthink.

The optimists and advocates of a particular tech-
nology will almost always dismiss early attention to 
potential downside risks as being premature and 
likely to stifle or retard innovation. But such down-
sides will almost always exist when a new technology 
is adopted at a large scale. By actively searching for 
voices that can explain the potential downsides early 
in a technology’s life cycle, policymakers can create a 
more balanced and forward-thinking policy environ-
ment that reduces risks while fostering innovation.

Another important issue when it comes to develop-
ing a framework for shaping policy is the double-edged 
nature of leapfrog developments in technology. For  
individual businesses, such breakout events can offer 
competitive advantages and open new markets. 
However, for nations, these rapid changes can pose 
strategic challenges when the scale of adoption 
reaches a sufficiently high level. At that point, coun-
tries that did not anticipate and/or prepare sufficiently 
may find themselves vulnerable to strategic surprises 
that could impact national security, economic stabil-
ity, or social cohesion. 

Finally, there needs to be a recognition that the pro-
cess of creating effective technology policy can be 
slow and complex due to the need to mesh various 
perspectives together. Only by engaging in thorough 
deliberation and incorporating diverse viewpoints 
can policymakers shape an environment that is both 
well suited to the speed of technological progress 
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United States has—and US higher education in STEM 
is still the best in the world. This leadership is rein-
forced by the strength of America’s university-based 
research enterprise: There is no better way to learn 
how to do state-of-the-art research in STEM than to 
actively participate in such work. By providing stu-
dents with hands-on research experiences, access to 
cutting-edge facilities, and mentorship from leading 
experts, US universities create an environment where 
the next generation of STEM leaders can flourish. 

Throughout history, government-supported univer-
sity research has played a key role in technologi-
cal advancements, from radar and proximity fuses 
during World War II to modern developments like 
AI and mRNA vaccines. It has generated knowledge 
whose exploitation creates new industries and jobs, 
spurs economic growth, and supports a high stan-
dard of living while also achieving national goals for 
defense, health, and energy.28 It has also been a rich 
source of new ideas, particularly for the longer term, 
and universities are the primary source of graduates 
with advanced science and technology skills.

University research and development funding from 
all sources has grown significantly, reaching nearly 
$90 billion in 2021.29 While private-sector investment 
in technology and university research has increased, 
it cannot replace federal funding, which supports 
R&D focused on national and public issues rather 
than commercial viability.30 The US government 
remains uniquely capable of making large invest-
ments year after year in basic science at universi-
ties and national laboratories, which is essential for 
future applications. However, its share of academic 
R&D funding has declined over the past decade, 
standing at 55 percent of total support for academic 
R&D in 2021, the most recent year with available data. 

As measured against GDP, funding trends are also 
negative. The fraction of GDP that goes to R&D 
could fairly be regarded as a seed corn investment 
in the future, yet federal R&D funding has gone from 
1.86 percent of GDP in 1964 to just 0.66 percent of 
GDP in 2016.31 

promotes accountability, collaboration, and broad 
impact. This openness accelerates discovery by 
making study details, data, and results accessible 
to others. One significant data point is that more than 
80 percent of the algorithms used today—not just in AI 
but in all kinds of information technology—originated 
from sources other than industrial research.27 University 
openness magnifies educational and societal benefits 
by enabling other researchers to build on prior work, 
thus driving innovation forward.

THE LONG-TERM REACH OF 
UNIVERSITY RESEARCH

Research in number theory — a branch of pure 
mathematics — was undertaken for decades before 
it became foundational to modern cryptography. 

In the 1960s, academic research on perceptrons 
sought to develop a computational basis for under-
standing the activity of the human brain. Although 
this line of research was abandoned after a decade 
or so, it ultimately gave rise to the work in AI on 
deep learning several decades later. 

The term mRNA vaccines entered the public lexicon 
in 2021 when COVID-19 vaccines were released. 
Yet development of these vaccines was built on uni-
versity research with a thirty-year history.a 

Magnetic resonance imaging (MRI) was first discov-
ered in university studies in the 1940s, but it took 
another three decades of research, much of it uni-
versity based, for the first medical MRI imagers to 
emerge.

a.  Elie Dolgin, “The Tangled History of mRNA Vaccines,” 
Nature, October 22, 2021, https://www.nature.com/articles 
/d41586-021-02483-w.

Second, as educational institutions, universities 
play the central role in producing meaningful STEM 
expertise in the next generation. Any long-term 
plan for STEM leadership globally has to take into 
account how to sustain any advantages that the 

https://www.nature.com/articles/d41586-021-02483-w
https://www.nature.com/articles/d41586-021-02483-w
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as much attention. First, the government plays an 
important role in funding long-term precompetitive 
research that industry is not structured to support. 
Second, frequent shifts in funding levels, which are 
becoming increasingly common in government 
funding, undermine systematic R&D efforts and drive 
away scientific talent that opts to find employment 
elsewhere. Third, the so-called valley of death, a 
period occurring after demonstrating the engineer-
ing feasibility of an innovation but before it achieves 
large-scale adoption and commercial viability, is a 
significant problem.

When a new innovation is first offered to customers, 
its cost relative to what it is capable of can impact 
its success. High initial costs can deter the public 
from purchasing or using the innovation, potentially 
leading to a firm’s commercial failure in the absence 
of external funding. However, as production volume 
increases, per-unit costs typically decrease due 
to the learning curve in manufacturing. This cost 
reduction is critical, especially in sectors like energy 
production where large-scale deployment offers sig-
nificant societal benefits.

The problem is that researchers and young companies 
trying to get to this point must first find ways to scale 
their activities, and raising money to do this can be 
challenging. Research funding typically ceases once 
the feasibility of a technology has been demonstrated. 
If no alternative sources of money are found—or those 
that are available are not sufficient to get projects to 
critical scale—then those projects may have to stop 
or progress much more slowly. In some cases, innova-
tions never scale beyond the initial stages, regardless 
of their technical sophistication or desirability.

For a firm to get through this valley of death, it must 
either secure investors who believe in the innova-
tion’s potential or attract enough customers to sus-
tain operations. True commercial viability typically 
requires reducing per-unit costs to an affordable 
level for most customers. This can be particularly 
challenging for projects that require very large cap-
ital investments.

A constrained budget environment largely accounts 
for these negative funding trends. For example, the 
CHIPS and Science Act of 2022 authorized dramat-
ically increased funding for basic research—about 
$53 billion—but Congress provided only $39 bil-
lion.32 The United States still funds more basic 
research than China, but Chinese investment is rising 
much more rapidly and will likely overtake that of the 
United States within a decade.33

Moreover, despite their vital contributions, universi-
ties face challenges due to the blurring line between 
fundamental and export-controlled research, which 
complicates international collaboration in fields such 
as semiconductors, nanotechnology, AI, and neuro-
science. For example, some researchers worry that 
fundamental research, which should be a less sensi-
tive area, could now be considered export controlled 
and may shy away from foreign collaboration out of 
an abundance of caution. While well intended, these 
kinds of expanding restrictions may backfire in the 
long term, holding back US progress in key technolog-
ical domains. Restrictions are not the only challenge; 
policy ambiguity is also harmful because it can dis-
courage or deter collaboration with non-US research-
ers wishing to contribute to work in the United States. 

All of these policy issues, widely recognized among 
the research community and apparent in interviews 
with Stanford faculty for this publication, under-
score the urgent need for clarification and reform 
to advance research and promote effective interna-
tional collaborations.

The Structure of Research and 
Development Funding

Takeaway  Sustaining American innovation 
requires long-term government R&D investments 
with clear strategies and sustained priorities and 
not the wild swings from year to year that have 
become increasingly common.

Budget is an obvious aspect of government fund-
ing for R&D, but three other aspects deserve at least 
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of networked devices required security that also 
encompassed protecting the infrastructure that sup-
ports data transmission and storage.

Cybersecurity has continued to evolve, focusing on 
challenges from social engineering attacks and dig-
ital misinformation, recognizing that human interac-
tion with computer systems is a threat vector. It has 
also focused on the risks of increasing information 
warfare and cyber-enabled information operations.35 
Further research addresses threats posed by the 
emergence of AI at both human and system levels. 

As a national-level issue, cybersecurity policy mea-
sures are often associated with private-sector busi-
nesses and government. But cybersecurity is also a 
critical concern for R&D in academia and industry.

One major cybersecurity interest is ensuring the 
integrity of data. Data generated from scientific 
experiments are fundamental to research progress, 
and the deletion or destruction of data can severely 
hinder scientific advancement. More insidiously, 
if data are subtly altered, this can skew results in 
ways that are difficult to detect, potentially leading 
researchers down the wrong path and wasting valu-
able effort. Computer programs are also susceptible 
to such risks, as minor changes can go unnoticed for 
long periods of time and call into question the valid-
ity of previously collected or analyzed data.

A second interest in cybersecurity is protecting 
the confidentiality of work products, such as data-
sets and working papers. Unauthorized access to 
confidential datasets can breach agreements and 
compromise academic integrity, while premature 
disclosure of draft working papers can undermine 
claims of priority and reveal incomplete, inconsis-
tent, or inaccurate information. 

Computers managing data collection from labora-
tory instruments are also vulnerable to attacks that 
could disrupt data collection, corrupt data, and 
damage equipment. Such attacks can have severe 
repercussions for research continuity.

Bridge funding, which could come from government 
entities, banks, or other sources, may help to estab-
lish commercial viability, but an ongoing challenge 
is distinguishing between genuinely promising inno-
vations and those that merely appear to be innova-
tive but are not commercially viable. Firms failing to 
cross the valley of death could be acquired by for-
eign competitors—in particular, China—that have a 
greater willingness to invest in a technology that has 
not yet proven itself in the marketplace.

Focused research organizations (FROs) are a new 
funding model designed to bridge the valley of death 
by providing financial support to teams of scientists 
and engineers for rapid prototyping and testing. 
Convergent Research, a nonprofit established in 2021 
to support FROs, received $50 million in philanthropic 
donations in March 2023 to start two new FROs.34

Cybersecurity

Takeaway  Researchers working in highly com-
petitive environments who neglect cybersecurity 
place their research progress at risk.

Cybersecurity refers to technologies, processes, and 
policies that help to protect computer systems, net-
works, and the information contained therein from 
malicious activities undertaken by adversaries or 
unscrupulous competitors. Traditionally, cybersecu-
rity has focused on protecting computer systems 
from unauthorized access and misuse, emphasizing 
the core principles of data confidentiality, integrity, 
and availability. Confidentiality ensures data privacy, 
preventing unauthorized disclosure. Integrity main-
tains data and program accuracy, guarding against 
unauthorized alterations. Availability ensures data 
and computing resources are accessible to autho-
rized users, especially during critical times.

Initially, cybersecurity as a technical discipline focused 
on secure programming languages and robust soft-
ware architectures, which created systems more 
resistant to threats like malware and advanced cyber-
attacks. The internet’s growth and the proliferation 
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Technical safeguards exist to address these cyberse-
curity challenges, but maintaining them in academic 
settings requires substantial management effort. 
This effort can clash with the informal, collegial, and 
flexible cultures common in labs, where rigorous 
security practices may be perceived as disruptive.

Cybersecurity issues also arise with the development 
and use of the foundational models of AI. These 
models are generally trained on enormous amounts 
of data. A malicious actor could attack a large lan-
guage model (LLM) trained on textual data by post-
ing corrupted data online that is subsequently used 
to train the model. Publicly accessible LLMs can 
also be attacked by users seeking to circumvent 
the models’ safety guidelines to obtain outputs that 
they would otherwise not disclose, such as how to 
make a deadly poison.

Another cybersecurity threat involves the selective 
targeting of personnel involved in key research proj-
ects. It is quite possible that these individuals may 
be harassed via cyberspace. This activity may include 
compromising personal finances or threatening 
researchers’ families, which can be distressing for both 
the scientists and their family members. Another tactic 
involves questioning an investigator’s professional 
ethics on social media and in other online forums, 
which can damage their reputation and productivity.
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This chapter explores applications from each tech-
nology field described in the report as they relate 
to five important policy themes: economic growth, 
national security, environmental and energy sustain-
ability, health and medicine, and civil society. For 
each area, we extract from the technology discus-
sions of chapters 1 through 10 applications or con-
sequences that speak to it. Readers are invited to 
refer to the relevant technology chapter for more 
information about an application or consequence 
mentioned as well as for discussions of technical and 
other terms that may be unfamiliar.

Economic Growth
Artificial intelligence (AI)  AI may significantly 
boost productivity across many sectors of the econ-
omy. Large language models such as ChatGPT have 
already demonstrated how they can be used in a 

12

variety of diverse fields, including law, customer 
support, computer programming, and journal-
ism. Generative AI, a form of AI that creates new 
text, images, and other content, is expected to 
raise global GDP by $7  trillion and lift productiv-
ity growth by 1.5 percent over a ten-year period, if 
adopted widely.

Biotechnology and synthetic biology  Biotech
nology is poised to emerge as a general-purpose 
technology that can be applied broadly, with the 
capacity to revolutionize areas such as healthcare and 
manufacturing. Biological processes could ultimately 
produce as much as 60 percent of the physical inputs 
to the global economy. Already, biotechnology and 
synthetic biology are enablers for advances in medi-
cine and healthcare (e.g., vaccines and cancer treat-
ments), agriculture (e.g., drought-resistant crops), 
food (e.g., nutritionally enriched vegetables), and 
energy production (e.g., biofuels). Potential applica-
tions also include biotic semiconductors, magnets, 
fiber optics, and data storage. 

TECHNOLOGY APPLICATIONS 
BY POLICY AREA
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disaster assistance; security and military services; 
and transportation. Innovations in robotics have 
enormous potential to increase productivity in many 
fields and perhaps to create new types of jobs. But 
robots involving physical labor and presence may 
also eliminate some jobs and change others, creat-
ing the need for retraining and other measures to 
address short-term impacts. 

Semiconductors  Semiconductors are an enabling 
technology for any application that can be improved 
through the use of information. They provide the 
computing capabilities that many sectors of the 
economy rely on. As such, they are key drivers of eco-
nomic activity and growth. However, reductions in the 
cost of semiconductors and increases in processing 
power are likely to become less frequent or regular in 
the future — and predictions about economic growth 
in the years ahead attributable to improvements in 
semiconductor technology may prove to be overly 
optimistic.

Space  Space activities play critical roles in our daily 
lives and the economy, from enabling global naviga-
tion systems to providing precise time information 
for financial transactions. Expanding commercial 
activities are expected to drive high growth in the 
space sector. In the future, space activities could 
become even bigger drivers of economic growth on 
Earth, through things such as asteroid mining and 
space-based power production.

Sustainable energy technologies  In 2023, clean 
energy accounted for 10 percent of global GDP 
growth. Doubling the share of renewables by 2030 
would increase global GDP by over $1 trillion in addi-
tion to creating 24 million new jobs in the renewable 
energy sector. Although up-front expenses remain 
high, the cost of both wind-generated and solar-
generated electricity is now substantially lower than 
that of fossil fuels. Nuclear-generated electricity is 
widely considered a necessary part of a net-zero 
emissions energy mix in the longer-term future. 
However, economic considerations such as the cost 
and timelines for constructing reactors and the lack 

Cryptography  Blockchain technologies can effec-
tively provide provenance in supply chains as well as 
personal identity management that curbs fraud and 
identity theft, leading to more secure and efficient 
transactions. Blockchain technology also underpins 
cryptocurrencies. A US central bank digital currency 
(CBDC), a form of digital currency that does not 
necessarily use blockchains, could help reduce inef-
ficiencies in US deposit markets, promoting broader 
participation in the financial system. 

Lasers  Lasers are a key component for a vari-
ety of economically significant applications across 
manufacturing, communications, high-end chip 
production, defense, and medicine. For example, 
in precision manufacturing, lasers play an import-
ant role in cutting and shaping materials. Another 
application is in long-distance fiber-optic commu-
nications, where they are the providers of the light 
pulses that carry very high volumes of data.

Materials science  Lighter and stronger materials 
will increase the energy efficiency of vehicles used 
to transport people and cargo. New semiconduc-
tor materials enable new types of chips and other 
information processing hardware. Technological 
innovations are also offering new ways to produce 
low-carbon steel and cement. 

Neuroscience  Interventions for those with neural 
disorders include pharmaceuticals that curb, treat, 
or reverse neurodegenerative conditions; diagnos-
tics to identify early onset of such conditions; and 
rehabilitation therapies that help those suffering 
from them engage in the activities of daily living. By 
helping to address neurogenerative diseases more 
effectively, research in the field could allow people 
to remain in the workforce longer and be more pro-
ductive, as well as reduce the burden on caregivers, 
who often need to take time off work to look after 
relatives and friends.

Robotics  Robots are used widely today, includ-
ing in manufacturing; on-demand delivery services; 
surgery; science and exploration; food production; 

12 Technology Applications by Policy Area
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create new encryption methods that would be quan-
tum resistant. Separately, zero-knowledge proof 
methodology to cooperatively track and verify num-
bers of tactical nuclear warheads may benefit future 
arms control agreements.

Lasers  Operational laser weapons systems are 
starting to be fielded for military applications such 
as short-range air defense against drones and to 
counter artillery, missiles, and other threats. But they 
have not yet been deployed widely, and their bat-
tlefield effectiveness in the face of countermeasures 
has not yet been tested fully.

Materials science  Improvements in materials sci-
ence and nanotechnology can advance capabilities 
in stealth technology, camouflage, and body armor 
and can increase the energy content in explosives. 
Quantum dots — materials that are smaller than 
about 100 nanometers in all dimensions — can be 
used in sensors for detecting agents associated with 
chemical and biological warfare. 

Neuroscience  Neuroscience may help illuminate 
the nature of traumatic brain injuries and post- 
traumatic stress disorder, thereby leading to better 
treatments for these conditions. Brain-machine inter-
faces could also enable new prostheses for wounded 
combatants.

Robotics  Advances in robotics can assist military 
forces with transporting equipment and supplies, 
urban warfare, autonomous vehicle deployment, 
and search-and-rescue efforts. Additionally, robot-
ics can assist with mine clearance, disaster recovery, 
and firefighting. Some military robots, such as lethal 
autonomous weapons systems, also raise questions 
of roboethics on the battlefield. Given the pressure 
for militaries to act more rapidly, many observers 
believe that decisions of lethal force will be turned 
over to computers, while others insist that life-and-
death decisions must remain with humans.

Semiconductors  Modern military hardware is 
critically dependent on semiconductor technology 

of an actual long-term US nuclear-waste disposal 
policy are a substantial impediment to more wide-
spread deployment of nuclear power in the United 
States.

National Security
Artificial intelligence  Because AI enables more 
rapid processing of an expanded range of data 
inputs, all aspects of military operations potentially 
benefit from it. Possible applications include man-
aging military logistics; improving the effectiveness 
and efficiency of maintaining equipment; managing 
electronic medical records; navigating autonomous 
vehicles; operating drone swarms; recognizing tar-
gets; performing intelligence analysis; developing 
options for command decisions; and enhancing war 
gaming to develop and refine plans. However, the 
US Department of Defense’s ethical considerations 
for the development and deployment of AI capa-
bilities (especially in nuclear command and control) 
may not be shared by adversaries.

Biotechnology and synthetic biology  With syn-
thetic biology becoming increasingly available to 
state and nonstate actors, there are concerns that a 
malicious actor could create or deploy weaponized 
organisms or threaten the provision of biologically 
developed foods, medicines, fuels, or other prod-
ucts to coerce others. Conversely, the prospect of 
distributed biomanufacturing offers possibilities for 
localized biodefense and a larger degree of inde-
pendence from foreign suppliers of many raw mate-
rials. China is investing considerably more resources 
in biotechnology than the United States, creating 
the potential for a Sputnik-like strategic surprise.

Cryptography  Adversaries are likely to have been 
storing encrypted data, hoping that future advances 
in quantum computing and other digital capabilities 
will allow them to crack the encryption protecting 
the information. Efforts are already underway to 
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the manufacturing, supply chain, and critical miner-
als for battery and solar cell production. US energy 
security will require expansion of domestic produc-
tion and manufacturing, as well as collaboration with 
allies and partners to better protect energy supply 
chains. Moreover, there are concerns that a global 
increase in fission reactors will result in a greater risk 
of nuclear proliferation (i.e., the spread of nuclear 
weapons), especially to nonnuclear states or nonstate 
actors, while some believe that the emissions-free 
potential of fission reactors is worth the risk of pro-
liferation, which can be minimized through carefully 
implemented safeguards. Fuel security for nuclear 
power remains an issue as well — America currently 
imports more than 90  percent of its uranium, with 
about half coming from Kazakhstan and Russia.

Environmental and 
Energy Sustainability
Artificial intelligence  AI capabilities can greatly 
improve global sustainability efforts, from help-
ing farmers identify which produce or livestock are 
appropriate to harvest to helping analyze weather 
patterns to prepare populations and infrastructure 
for extreme or unusual conditions. At the same 
time, training and using AI models requires a large 
amount of energy, and demand for power to sup-
port these activities is expected to grow significantly 
in the future.

Biotechnology and synthetic biology  Synthetic  
biology can contribute to new methods for energy 
production and environmental cleanup. Electro
biosynthesis is a biotechnology that enables plant-free 
bioproduction in places where soils are poor, water 
is scarce, or climate and weather are too variable to 
support traditional agriculture.

Cryptography  Blockchain technologies can provide 
a transparent and secure way to track the movement 

for information processing. The primary fabricator 
of semiconductor chips globally is Taiwan, which 
houses two of the three leading manufacturers, the 
Taiwan Semiconductor Manufacturing Company and 
the United Microelectronics Corporation. China’s 
long-held interest in reunification with Taiwan and 
its rising military capabilities and assertiveness 
toward Taiwan are raising deep concerns about the 
potential for a Chinese blockade or other actions 
that could disrupt the global semiconductor supply 
chain and raise the risk of military conflict between 
the United States and China. The Creating Helpful 
Incentives to Produce Semiconductors (CHIPS) and 
Science Act of 2022 is intended to reduce that risk, 
but major initiatives called for in the legislation have 
not been fully funded. 

Space  Communications, surveillance, and navi-
gation in denied areas are essential functions for 
military forces. In the future, nonnuclear weapons 
may be based in space and used to attack terrestrial 
and/or space targets. Satellites are also essential for 
the detection of launched ballistic missiles, nuclear 
weapons explosions, and electromagnetic emissions 
from other nations. The emergence of low-cost, 
high-quality information from space-based assets 
(almost entirely commercial) is a driver of open-
source (unclassified) intelligence (OSINT), which has 
the potential to upend traditional intelligence pro-
cesses built on classified information collection and 
analysis. The net effect of OSINT could be a declin-
ing US intelligence advantage, as more countries, 
organizations, and individuals can collect, analyze, 
and disseminate high-quality intelligence without 
expensive, space-based government satellite capa-
bilities. The commercialization of space also puts 
powerful capabilities in the hands of individuals and 
organizations who are not accountable to voters and 
whose interests may not be aligned with those of the 
US government. 

Sustainable energy technologies  The United 
States is no longer the world leader in energy man-
ufacturing at scale. For instance, China and other 
countries with lower operating costs control most of 
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and their operation in environments that can be dan-
gerous for humans, such as nuclear reactors. Robots 
are also valuable in the construction, maintenance, 
and management of solar and wind farms.

Semiconductors  Transitioning to renewable energy 
sources will require vast amounts of semiconductors. 
Advanced chips are integral to electric vehicles, solar 
arrays, and wind turbines. Design innovations will 
continue to improve the energy efficiency of chips.

Space  Remote sensing data can create a “digital 
twin” of Earth to track and model environmental 
change and the movement of humans and animals, 
informing disaster response and sustainable devel-
opment policies. In the future, the development of 
space technologies will help to address food secu-
rity, greenhouse gas emissions, renewable energy, 
and supply chain optimization. Satellite imagery, 
combined with weather data and powered by pre-
dictive optimization algorithms, could increase crop 
yields and also detect greenhouse gas emissions to 
identify natural-gas leaks and verify compliance with 
regulations. Advancing space technologies could 
also enable mining from the Moon and asteroids of 
minerals that are hard to find on Earth, as well as 
transmission of sustainable solar energy directly to 
Earth from space.

Sustainable energy technologies  New invest-
ments in energy research and development are 
enabling advances in clean electricity generation, 
long-distance transmission lines, lighting based on 
light-emitting diodes (LEDs), and electric car batter-
ies. Long-duration energy storage is a critical field for 
climate and sustainability goals. The development 
of batteries for electric grids that can store energy 
for weeks or months is needed to support the use 
of solar and other intermittent renewable energy 
sources. Renewable fuels, especially hydrogen, can 
replace hydrocarbons in transportation and industry. 
However, new hydrogen production and storage 
methods are needed to make its use cost-effective 
at scale. Nuclear power could help the United States 
reach sustainability goals, too, but it is unclear 

of goods, including their origin, quantity, and other 
relevant information, thereby improving efficiency in 
global supply chains and limiting illegal extractions of 
certain materials. Although some established crypto-
currencies such as Bitcoin require massive amounts of 
energy, newer ones require far less.

Lasers  Lasers can help monitor the environment. 
For example, when integrated into appropriate 
instruments, they can help measure levels of toxins or 
biological agents and enhance the study of microbes 
in soil or algae in water. In all these cases, laser light 
stimulates responses in the targets it illuminates that 
help other instruments to make more accurate mea-
surements of the state of the environment.

Materials science  Innovations in materials science 
and engineering are creating new and sustainable 
plastics that are easier to recycle. New materials can 
also advance the electrification of transportation 
and industry, which is integral to decarbonization 
strategies, and can support the design of relatively 
cheap batteries that last a long time and can be 
quickly recharged. Nanomaterials such as quantum 
dots can further improve the efficiency of solar cells 
and biodegradable plastics. However, some inno-
vations in the field have potential downsides, too. 
For instance, the long-term dangers of nanoparticles 
released into the environment at the end of their life 
cycle are unknown.

Neuroscience  Sustainability on a planet with 
finite resources requires that decision makers and 
the people they represent are able to make trade-
offs between immediate rewards and future gains. 
Neuroscientists have found evidence for cognitive 
predisposition favoring short-term gains over long-
term rewards, based on functional resonance mag-
netic imaging (fMRI) brain scans of people making 
choices between immediate and delayed reward.1 
(This example is not further discussed in chapter 6.)

Robotics  The deployment of robots primarily for 
the Three Ds — dull, dirty, or dangerous jobs — enables 
robotic cleanup of environmentally hazardous materials 
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internal auditors to access information without vio-
lating patients’ privacy rights. 

Lasers  Lasers have a host of applications in medi-
cine. Laser-based measurements of biological tissue 
can yield information about tissue composition and 
structure without the need for invasive biopsies. 
Lasers can also replace surgical scalpels in many 
instances, making cleaner and more precise incisions 
with less collateral damage to surrounding tissue.

Materials science  Materials science and nano
technology are improving the capabilities and 
effectiveness of medical devices and the delivery of 
treatments. For example, wearable electronic devices 
made from flexible materials can conform to skin or 
tissues to provide specific sensing or actuating func-
tions; devices like “electronic skin,” or e-skin, can 
sense external stimuli such as temperature or pres-
sure; and “smart bandages” with integrated sensors 
and simulators can significantly accelerate healing of 
chronic wounds. Injectable hydrogels can fine-tune 
long-term delivery of medications, which can lead to 
improvements in the administration and efficacy of 
essential medicines such as insulin. Nanomaterials 
like quantum dots are being used as fluorescent 
markers in biological systems to improve the contrast 
of biomedical images. Finally, biosensors allow the 
rapid testing of blood for bacterial pathogens.

Neuroscience  Advances in neuroscience may help 
address neurodegeneration and related diseases, 
such as chronic pain, depression, opioid depen-
dency, and Alzheimer’s disease, dramatically improv-
ing the quality of life of patients (and their families) 
and potentially reversing the anticipated rising costs 
associated with care. However, too many fundamen-
tal gaps still remain in our understanding of the brain 
to be confident of rapid progress in treating such 
illnesses.

Robotics  Some robotics are already deployed 
in the healthcare industry, such as assisted laparo-
scopic surgical units and equipment. Improvements 
in haptic technology, which provides doctors using 

whether enough reactors can become operational in 
time to meet commitments to triple nuclear gener-
ation of electricity by 2050 compared to the 2020 
baseline. Moreover, nuclear waste remains an envi-
ronmental policy issue, and the United States has no 
enduring plan for a long-term solution to storing it.

Health and Medicine
Artificial intelligence  AI data analytics are already 
improving the accuracy of healthcare assess-
ments and procedures. Continued advancement 
could place AI-monitored cameras and sensors in 
the homes of elderly or at-risk patients to provide 
prompt attention in case of emergency while pro-
tecting patient privacy. AI-operated mobile robots 
can potentially replace basic nursing care.

Biotechnology and synthetic biology  Synthetic 
biology has remarkable potential to contribute 
to the creation of new drugs as well as to patho-
gen detection and neutralization. Synthetic biol-
ogy can also help to reduce disease transmission, 
personalize medicine through genetic modifica-
tions, improve cancer treatment, and offer custom 
lab-grown human tissue for medical testing. DNA 
sequencers and synthesizers using the internet allow 
researchers around the world to obtain information 
on viruses — and potentially vaccines or cures — even 
faster than a pandemic spreads. However, that same 
speed and accessibility raise concerns about poten-
tial misuse of the technology by bad actors. It is also 
unclear how some new biological organisms will 
interact with the natural and human environments. 

Cryptography  Blockchain technology can securely 
store all data from a person’s important documents, 
including medical records, in encrypted form while 
facilitating selective data retrieval that protects a 
patient’s privacy. This approach enables data ana-
lytics to be performed on aggregated and ano-
nymized datasets, thus enabling researchers and 
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lighter-skinned faces than darker-skinned ones, lead-
ing to discrimination against people with the latter. 
Indiscriminate data collection can violate privacy 
and copyrights. Deepfakes used for misinformation 
and disinformation have personal, legal, and polit-
ical impacts. The long-term nature and extent of 
AI’s impact on employment — in terms of displacing 
some jobs and improving productivity in others — is 
still unknown.

Biotechnology and synthetic biology  Different 
religious traditions may have different stances 
toward life or living systems, as well as different 
opinions as to whether the engineering of new life-
forms violates any of their basic precepts. Another 
deliberation will be over who should have access to 
the benefits from synthetic biology given the risks 
to human and environmental safety from both mali-
cious and unintentional acts.

Cryptography  The nature of cryptography and 
encrypted communications raises questions about 
exceptional access regulations, which would require 
communications carriers and technology vendors 
to provide access to encrypted information to law 
enforcement agents or other bodies under specific 
legal conditions on the basis that encryption tech-
nology is also accessible to criminals and other 
malefactors. Opponents of exceptional access argue 
that implementing this capability weakens the secu-
rity provided by encryption. Its supporters argue 
that the reduction in personal encryption security is 
worth the benefits to law enforcement of being able 
to catch and prosecute bad actors.

Lasers  Lasers per se do not particularly raise issues 
of relevance to civil society. Instead, such issues 
often arise for specific applications in which lasers 
play a central role. Different ones arise if lasers are 
being used in a military context, a medical con-
text, a manufacturing context, and so on. And even 
within each of these domains, concerns can vary. For 
example, certain types of laser can produce a toxic 
exhaust, which obviously raises environmental con-
cerns, while others do not produce noxious outputs.

robots to operate on patients remotely with the 
tactile sensation of actually holding surgical tools, 
can increase the effectiveness and safety of these 
robots. Robotics will also be increasingly useful to 
support aging populations. Assistive robots could 
help people move around, while other robots can 
help nursing and homecare workers provide essen-
tial functions such as bathing or cleaning.

Semiconductors  Semiconductor chips are ubiq-
uitous in modern medical equipment. Imaging 
devices such as magnetic resonance imaging (MRI), 
computed tomography (CT), and ultrasound use 
embedded computers to generate images from 
electromagnetic radiation and sound waves pene-
trating or emanating from the human body. 

Space  The potential for space manufacturing can 
improve development of specialized pharmaceuti-
cals, which can be made in a microgravity environ-
ment with minimal contaminants. 

Sustainable energy technologies  A transition 
from fossil fuel energy to a renewable energy–
based world economy would reduce greenhouse 
gas emissions and prevent thousands of premature 
deaths from pollution and extreme weather events. 
Eliminating energy-related air pollution in the United 
States alone could prevent more than fifty thousand 
deaths annually and save hundreds of billions of dol-
lars a year from avoided illness. Reducing carbon 
dioxide emissions will result in less extreme climates, 
which in turn will lead to fewer health problems from 
extreme heat.

Civil Society
Artificial intelligence  Because AI models are 
trained on existing datasets, they are likely to encode 
any biases present in these datasets, affecting model- 
based outcomes and decision-making. Many facial 
recognition algorithms are better at identifying 
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